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Copyright notice, disclaimer

PROXESS has made every effort to guarantee the completeness, accuracy and timeliness of the information contained
in this document. We reserve the right to make changes to this document without notice. PROXESS does not assume
any liability for technical defects in this documentation. Furthermore, PROXESS does not assume liability for damages
that can be attributed directly or indirectly to the delivery, performance and use of this documentation.

This documentation contains proprietary information that is subject to copyright. Without prior written permission
from PROXESS, this documentation may not be translated, distributed, copied or reproduced in any other form either
in whole or in part. The software described in this documentation is subject to a licensing agreement. The use and
reproduction are only permitted within the bounds of this agreement.

PROXESS is not liable to any person or entity for any losses or damages that are allegedly or actually and directly or
indirectly incurred in connection with the use of or impossibility of using the instructions contained in these
documents. PROXESS reserves the right to change this document without prior notice, without being obligated to
inform any persons of such changes or modifications.

All of the trademarks, product names and company names mentioned in this book may be registered trademarks of
the respective owners or manufacturers. All brands and other names that do not belong to the PROXESS software are
also the property of the respective owner if no special mention is made of protected rights in individual cases.

All mentioned software products are trademarks of the respective manufacturers:

e PROXESS® is a registered trademark of PROXESS GmbH.

e Adobe and Acrobat are trademarks of Adobe Systems Incorporated which may be registered in some
jurisdictions.

e CFM Twain is a registered trademark of Computer fiir Menschen GmbH.

Internet Explorer, Microsoft Windows, MS Word, MS Excel, MS Powerpoint and Microsoft SQL Server are

registered trademarks of Microsoft Corporation.

Microsoft Dynamics NAV is a registered trademark of Microsoft Corporation.

Lucene is a free software project from the Apache Software Foundation.

Caché is a registered trademark of InterSystems Corporation.

Oracle product names and the Oracle logo are registered trademarks of Oracle Corporation.
e SAP/R3 is a registered trademark of SAP Software AG.

Google Chrome is a registered trademark of Google Inc.
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General information

A note for female users:
For better legibility, we are omitting the explicitly separate mention of male and female users in this documentation.
However, we want to expressly point out that we always refer to both women and men in this documentation.

Highlights in the text

Highlights are used in this documentation as follows:

Bold Refers to menu commands, buttons, field names, options, program names and program
groups.
Examples: the New command, in the Name field

“Quotation marks” Refer to menu titles, folder names and dialog fields.
Examples: the “User” menu, the “Smartcards” folder, the “Set password” dialog field

UPPERCASE Are reserved for the representation of keys.
LETTERS Examples: RETURN key, ALT key
(Brackets) Show that a placeholder symbol is meant.

Examples: (%) (_) during the PROXESS search

Tips

This symbol shows you particularly convenient options for the operation or useful additional
information. Tips are always represented as they are in this paragraph.

Warning information

This symbol is displayed for actions that could result in significantly more work or might even lead to
@ data loss or other material damages. Warnings are shown by this symbol:

You should read the warnings very carefully before you continue working.

Print documentation

In addition to the online help that you are currently using, you can also open and print this program documentation as
a PDF file with the free Acrobat Reader.

You can find the respective PDF help files in the program group PROXESS/Documentation.

Please see the Acrobat Reader Online Manual for information on how to use Acrobat Reader.
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Activating the system—step by step

If you are using PROXESS in the security certificate mode, a few preparatory steps must be performed in the
PROXESS Administrator Console before starting the system and working with PROXESS for the first time.

You can see how the individual steps are performed when you follow the entered links.

First step: Onetime

Install PROXESS software

Second step:
==> Transfer of the request to PROXESS GmbH

One ==> PROXESS sends the signed request file back to
time the applicant

Request system certificate

Third step:

. . o ti
Activate and install the system certificate One time
- Activation

- Installation

Fourth step:
==> Transfer of the data from the supervisor

Onetime | certificate to PROXESS
==> Creation and transfer of the licensing files by
PROXESS

Create the first supervisor smartcard
- Preparation
- Creation
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Fifth step:
Import licensing files

- Creation

- Assignment

One ==> First PROXESS system start by supervisor
time

Sixth step:

A - ==>Now the system is unlocked!

Initializing database signing
One ==> Now user registration and other administration
time are possible

Seventh step:

. . Always in | Recommendation: create at least one more
Create additional supervisor smartcards
. running supervisor smartcard

- Preparation

operation

PROXESS 10 Release 2020 R1
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Organizational analysis as a prerequisite

Before setting up a PROXESS system, you have to clarify a few organizational questions. Ideally, you have performed
an advance organizational analysis and answered the questions below:

As administrator, you need the following information for the system setup:

Which archive databases are needed?

e Which document types are needed in the respective archive databases?

Which index fields are needed in each archive database?
Which index fields should be encrypted?
Which index fields should be mandatory fields?

Should any index fields be provided with a validation rule?

e Should particular searches be fixed by means of search conditions?

Which fields should be linked to a dynamic search criterion?

Which file types should be archived and which programs for processing, viewing and printing will the users

apply?
Are file templates needed in conjunction with certain programs (e.g., Winword)?

® On which storage media and how long should documents be archived?

For the PROXESS supervisor’s tasks in the PROXESS Administrator Console, it is necessary to know:

e Which users and groups are needed?
e Which rights to databases and document types do the users and groups get?
e Which databases should be encrypted as high-security databases?

e Which users should function as database area administrators?

You can start the configuration and setup of PROXESS only when you have this information.
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What is the PROXESS Administrator Console?

The P

Vou can perform these tasks with the PROXESS Admiristrator Console:

 User management and rights management
« Management of smartcards for supervisors
.c certificates

= Database signing, field and fle encryption
 Management and configuration of archive databases
 Setup of felds, document types and fle types
 Setup of index and search masks

. template fil

The P *snap-n” for the Microsoft

Alsosee:
Actvating caby o

Before the firstlogin



Documentation PROXESS Admininstrator Console PROXESS 10 Release 2020 R1

PROXESS administrator—tasks and rights

PROXESS administrators are all members of the “Admin” PROXESS user group. Administrators log into the system
with the short PROXESS user name and password. In the PROXESS Admin Console, it is not possible for a Windows
Active Directory user to log in.

The administrator’s tasks are:

« Creating new archive databases

« Configuration of fields, document types and file types (incl. encryption options on a field and file level)

« Creation and configuration of document masks

« Configuration of validation rules, sorting criteria, thesauruses, etc.

« System administration (creating and managing external storage media, cache management, external SQL

database administration, etc.)

The supervisor or the database area administrator assigned by the supervisor handles the task of user management
and the allocation of access rights to databases and document types. Any user who is a member in the

“Administrators” group is an administrator.

When a new database is created, the administrator automatically gets an access right to this database. The access
right is needed to execute the above-mentioned administrative tasks. However, the access right for the database does
not provide access to the documents in this database. For this purpose, separate access rights on a

document type level must be granted.

What can'’t the administrator do?
Access rights to databases and document types are granted by the supervisor or database area administrator. The
administrator can only view the rights, not grant or revoke them.

Also see:

Access rights—concept and overview
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An overview of administrator categories

PROXESS 10 Release 2020 R1

PROXESS separates the administrative sectors of access rights management by a PROXESS supervisor from the
technical administration by the PROXESS administrator. The PROXESS supervisor is responsible for the “Who?” of
archival access and the PROXESS administrator for the “What?” All of the administrator’s tasks can also be performed

by the supervisor. To relieve supervisors, they can assign database area administrators to certain databases. These

administrators can then handle the user access rights management in their own database areas.

An overview of the rights:

Supervisor

e System initialization
e User management
e Access rights management

e Encryption of field contents
or files

Database area administrator

e is assigned by the

supervisor

e Management of access
rights, reset of passwords,
user blocking in their own
database area

Administrator

Creation of new archive
databases

Management of fields,
document types and file

types

Management of document
masks

Management of validation
rules, template files, and
search and sorting criteria

System administration
(creating and managing
external storage media,
cache management,
external SQL DB
administration, etc.)
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Database area administrator

The supervisor can grant supervisor privileges to a database area administrator. The supervisor gives the database
area adm

istrator the right to manage one or multiple databases.

The administration right for a database makes it possible to grant or revoke access rights to documents for other
PROXESS users. Additionally, area administrators can create passwords and disable them and block and unblock user
accounts for users with access rights to “their” database.

As the area administrator for a database, only the databases that the supervisor has unlocked will be displayed. Area
administrators can have all existing user and group memberships displayed but can only make changes to a limited
extent. Database area administrators can grant users and groups access rights to the database they manage only if
these users and groups don’t have any access rights to other databases which the administrators don’t also manage.
Likewise, only users who have no access rights to other databases can be added to a group with an access right to the
managed database. If database area administrators manage multiple databases, they can freely assign users and
groups within their administration area and grant access rights.

The purpose of this rule is to prevent area administrators from misusing their authorizations and, by changing
passwords, get access to an archive with another user login to which they have not received access. At the same time,
this is intended to relieve supervisors of daily routine tasks in user management, such as “Reset password”.

In addition to basic access to an archive database, database area administrators are responsible for granting the
corresponding document type rights of one or more databases within their administration area.

Also see:
User management—concept and overview

Access rights—concept and overview
Managing database rights

Managing document type rights
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Supervisor

PROXESS separates the administrative sectors of access rights management by a PROXESS supervisor from the
technical administration by the PROXESS administrator. The PROXESS supervisor is responsible for the “Who?” of
archival access (user and group rights), the PROXESS administrator for the “What?” (database fields, document types,
thesauruses, etc.). All of the PROXESS administrator’s tasks can also be performed by the PROXESS supervisor. The

supervisor always uses a smartcard and PIN for identification by the system.

The security concept of PROXESS sees a company’s management in the role of the supervisor, who uses a
personal smartcard for authentication to manage security-relevant functions in the system. These
functions/authorizations include, among others, activating the encryption of field contents or files and setting up or
changing user and group authorizations.

If certain employees should take over expanded administrative tasks and the management of access rights for
particular areas, the supervisor can give them this role. This means that the human resources director, for example,
can take over management of access rights for the “Personnel” database (Database area administrator). If needed,

this also allows the supervisor to grant any rights to the original PROXESS administrator. This makes system operation
possible “as usual”.

A supervisor is any registered person in PROXESS who is a member of the “SUPERVISORS” group and to whom a valid
supervisor smartcard has been assigned.

Also see:
User management—concept and overview
Access rights—concept and overview

PROXESS Administrator Console EN Page 14 of 144
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System setup for operation in certificate mode

Which mode is used depends on how the PROXESS professional setup set is installed. Either the
certificate mode or the OEM mode can be activated here. It is not possible to switch from
certificate mode to OEM mode or vice versa at a later time.

If you have installed PROXESS in the security certificate mode, a few preparatory steps must be performed in the
PROXESS Administrator Console before starting the system and working with PROXESS for the first time.

AFTER the software installation and BEFORE the first login, you must:

Request, activate and install a PROXESS system certificate for your system one time
Prepare and create your first supervisor smartcard
Import your individual PROXESS system license (created by PROXESS GmbH)

Initialize the database signing

You can see how the individual steps are performed when you follow the links in the table.

First step: )
Install PROXESS software One time
==> Online transfer of the request to PROXESS
Second step:
Request system certificate One GmbH
time ==> PROXESS sends the signed file back to the
applicant
Third step:
Activate and install the system certificate
One
time

Activation/installation
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Dokumentation PROXESS Admin Console

Fourth step:

==> i
Create the first supervisor smartcard Transfer of the data from the supervisor

certificate to PROXESS
) ) Onetime | ==>Creation and transfer of the licensing files by
Preparation/creation
PROXESS
Fifth step: ) )
Import licensing files One ==> First PROXESS system start by the supervisor
time
==> Now the system is unlocked!
Sixth step: ) ) o )
Initializing database signing One ==> Now user registration and other administration
time are possible

Seventh step:

- . Alwaysin | We recommend th r | n
Create additional supervisor smartcards ays e recommend that you create at least one

. . ) running additional supervisor smartcard for security
Preparation/creation/ assignment

operation reasons.

u PROXESS Administrator Conscle

u File Action View Favorites Window Help

&= | 15 = HE

] PROKESS Administrator Console
A

PROXESS Administrator

Connect
Tssnres: There are no items to show in this view,
Certificate > Request PROXESS system certificate...
Security 5 Sign PROXESS system certificate...

Activate PROXESS system certificate...
Import / Export -

Install PROXESS system certificate...
Session License Manager Create PROXESS Superviser certificate...

Refresh language table

Fig.: Necessary steps for the PROXESS system certificate
PROXESS Administrator Console EN Page 16 of 144
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E PROXESS Administrator Console

u File Action View Favorites Window Help

&= 7E = HE

"] PROXESS Administrator Console ‘

PROXESS Administrator
Connect

Disconnect
Certificate
Security

Import / Export

Session License Manager

Refresh language table

PROXESS Administrator

.

There are no itemns to show in this view,

Initialization of tables and signatures

Review the system log on manipulation

Set active interfaces

Reset supervisor password

Fig.: Functions for the necessary database signing and for the optional encryption for high-security databases

PROXESS Administrator Console EN

Page 17 of 144
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System setup for operation in OEM mode

If the system is operated in OEM mode, no system certificate needs to be requested. A setup of high-security
databases with a special file and field encryption is not available. Although these certificate options are displayed,

they have no application in OEM mode.

After the installation in OEM mode, the system is immediately operational and available with a default database.

hich mode is used depends on how the PROXESS professional setup set is installed. Either the
@ certificate mode or the OEM mode can be activated here. It is not possible to switch from certificate
mode to OEM mode or vice versa at a later time.
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System log

The system log should be checked regularly for manipulations:

The list below provides an overview of all PROXESS events recorded in the system log. You can use the provided SQL

scripts to evaluate the log. (See: Database security (logging).

SQL table: SystemMetalog

SQL database: PROXESS MasterDB

function: Log all configuration events
Event Event ID Explanation
eDBCREATE 1 Database: create new
eDBUPDATE 2 Database: change description
eDBDELETE 3 Database: clear
eDBRGRANT 4 Database: assign rights
eDBRREVOKE 5 Database: revoke rights
eDBRREMOVE 6 Database: clear rights
eDBPURGE 7 Database: configure deletion behavior
eDBLOG 8 Database: activate event log
eDTCREATE 9 Document type: create new
eDTUPDATE 10 Document type: change properties
eDTDELETE 1 Document type: clear
eDTRGRANT 12 Assign document type rights
eDTRREVOKE 13 Document type: revoke rights
eDTRREMOVE 14 Delete document type rights
eDT_FIELDNEW 15 Document type: create new field
eDT_FIELDUPDATE 16 Document type: change properties field
eDT_FIELDDELETE 17 Document type: clear

PROXESS Administrator Console EN Page 19 of 144
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Document type retention period: Exception clear for a file

eDT_DEL_KFT 18 type

eFTCREATE 19 File type: create new

eFTUPDATE 20 File type: change properties
eFTDELETE 21 File type: clear

eFT_FILEASSIGN 22 File type: create link to the template file
eFT_FILEREMOVE 23 File type: remove link to the template file
eEDCREATE 24 Editor: create new

eEDUPDATE 25 Editor: change properties
eEDDELETE 26 Editor: delete

eFIELDCREATE 27 Field: create new

eFIELDUPDATE 28 Field: change properties
eFIELDDELETE 29 Field: clear

eUDISABLE 30 Users: lock/unlock

eUG_ASSIGN 31 Users: assign to a group
eUG_REMOVE 32 Users: remove from a group

eUNEW 33 Users: create new

eUMODIFY 34 Users: change properties

eUDELETE 35 Users: clear

eUPASSCHANGE 36 Users: password changed by administrator
eUMY_PASSCHANGE 37 Users: change their own password
eGNEW 38 Group: create new

eGMODIFY 39 Group: change properties

eGDELETE 40 Group: clear

eVRNEW 41 Validation rule: create new

PROXESS Administrator Console EN
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eVRUPDATE

eVRDELETE

eVRASSIGN

eVRCANCEL

eVRTHES

eCERTNEW

eCERTUPDATE

eALLGRANT

eMASTERKEY

eSIGNDOCS

eSIGNMETA

ePROFILENEW

ePROFILEDELETE

ePROFILEUPDATE

42

43

44

45

46

47

48

49

50

51

52

53

54

55

PROXESS 10 Release 2020 R1

Validation rule: change properties

Validation rule: clear

Validation rule: create field link

Validation rule: cancel field link

NOT occupied

Certificate: create new

Certificate: change properties

Bulk rights (give the admin group all rights)

Master key: create new

Sign: high-security database

Sign: metadata

Profile: create new

Profile: clear

Profile: change properties

The log itself is protected against manipulation by hash values and a link from the relevant protocol entry to its

respective predecessor and successor.

Also see:

Database logging (security;
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File encryption

File encryption in PROXESS means that the contents of the files archived in PROXESS are encrypted. The file encryption
must first be initialized by the supervisor in the PROXESS Administrator Console. The initialization of the file
encryption is a one-off process and can’t be reversed. Whether you initialize the file encryption depends on whether
you decided on system operation with security options or system operation without security options.

The file encryption can be controlled through the properties of a document type only after the initialization. This
setting is performed in the PROXESS Administrator program. The file encryption for document types can only be set in
the PROXESS databases that were previously activated as high-security databases.

Setting the option “File encryption” for a document type in the PROXESS Administrator program does not result in a
retroactive encryption of already archived files of this document type. The files are only encrypted from the time at
which the administrator has activated the file encryption for a document type.

Initializing the file encryption

As supervisor, use your smartcard to connect with the registered “PROXESS Administrator”.
In the “Action/security” menu, select the command Initialize file encryption.

¥ PROXESS Administrator Console

N File Action View Favorites Window Help

Databases (Finance)

o9 n@ = H
| PROXESS Administrator Console

v PROXESS Admini™ =~ movmes . Securi
= User manager Connect escription ecurity type
~ [ 7] Databases (Fir Disconnect fnance Default

= Database f eneral Default
- Certificate b
| Document
| Filetypes Security > Initialization of tables and signatures
~| Validation ) _ _
“| Template f Import / Export Review the system log on manipulation
| Folders an Set active interfaces

Session License Manager

Refresh language table Reset supervisor password

New Window from Here

Help

Fig.: “Action/security” menu

Select a printer to print out “PROXESS master key—file encryption”. For security reasons, select a local printer or a
printer not accessible to the public. (Don’t select a PDF printer or similar, since there is a risk that your password file
will be overwritten accidentally.)

Confirm your selection with the Initialize command.

Your changes will only take effect after you restart the PROXESS system.

Warning information

Store the resulting printout “PROXESS master key—file encryption” in a safe place. This printout

@ contains a key password for the algorithm of the file encryption. Without this password, it isn’t
possible to decrypt encrypted files, for example after changing hardware, and to show them in
the original format again. If the master key file encryption is lost, data will be lost!
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Restore file encryption




Documentation PROXESS Admininstrator Console PROXESS 10 Release 2020 R1

Database signing (administrative database)

When the administrative database is signed, metadata such as the administrative data of users, groups and rights are
protected against unauthorized access from the outside (e.g., via external SQL tools). If a user’s group membership is
manipulated and changed through an external SQL command, for example, the PROXESS system detects this
manipulation and blocks the relevant user account. Database signing thus makes unauthorized access and

manipulations of the administrative data visible.
The initialization of the database signing is a prerequisite for operating PROXESS. It also has to be initialized if you
don’t want to select additional encryption options, i.e., to choose system operation without security functions. If the

database signing hasn’t been initialized yet, no users can log on to the system or connect to a database.

You need supervisor privileges for the functions “Initialize database signing”, “Restore database signing” and
“Initialize and sign metadata” described below.

¥ PROXESS Administrator Console

N File Action View Favorites Window Help

Databases (Finance)

= a5 = H
| PROXESS Adrministrator Console

~ [ PROXESS Adminis* -~ mmmas _ .
“ User manager Connect escription Security type
~ [ ] Databases (Fir Disconnect inance Default

| Database f . eneral Default
- Certificate »
| Document
| Filetypes Security » Initialization of tables and signatures
| Validation
) Termplate f Import / Export Review the system log on manipulation
| Folders an Set active interfaces

Session License Manager

Refresh language table Reset supervisor password

MNew Window from Here

Help

Fig.: “Action/security” menu

Initializing database signing

Select a printer to print out “PROXESS master key—database signing key”. For security reasons, select a local printer
or a printer not accessible to the public. (Don’t select a PDF printer or similar, since there is a risk that your password
file will be overwritten accidentally.)

Confirm your selection with the Initialize command.

Your changes will only take effect after you restart the PROXESS system.

Warning information

Store the resulting printout “PROXESS master key—database signing” in a safe place. This

@ printout has a key password that is required for the potential recovery of the database signing,
e.g., after a hardware replacement. Without this password, the user will be unable to
autonomously restore the system operation. In that case, the database signing must be re-
initialized by PROXESS GmbH for a fee.

Restore database signing



Documentation PROXESS Admininstrator Console PROXESS 10 Release 2020 R1

Dokumentation PROXESS Admin Console
Restoring the database signing is required e.g., after replacing system hardware.

As supervisor, use the smartcard to connect with the registered “PROXESS Administrator”.
In the “Actions/security” menu, select the command Restore database signing.

Enter the password of the printout “PROXESS master key—database signing key”.

Confirm your entry with the command Restore.

Your changes will only take effect after you restart the PROXESS system.

Initialize and sign metadata

This function is only required when you update from PROXESS 5.0 to PROXESS 5*.  This command adds new
database fields from the administration database to the database signing. You do not need to execute this command

if you are installing PROXESS 5 for the first time.

Also see:
Activate high-security database
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Field encryption

In PROXESS, field encryption means that individual database field contents of an archive database which has been
activated as a high-security database in PROXESS are encrypted. Database field contents are the entered search
criteria of a document. In a personnel database, this could be e.g., the personnel number and name of an employee. If
you want such information to be protected especially well, activate field encryption for these fields. This setting is
performed in the PROXESS Administrator program.

The field encryption must first be initialized by the supervisor in the PROXESS Administrator Console. The initialization
of the field encryption is a one-off process and can’t be reversed. Whether you initialize the field encryption depends
on whether you decided on system operation with security options or system operation without security options.

The field encryption can be controlled through the properties of a PROXESS default field in the PROXESS administrator
program after the initialization. Setting the option “Encrypted” for a standard field in PROXESS Administrator does not
result in the retroactive encryption of already entered and archived field contents. Only default fields of high-security

databases can be encrypted.

Initialize field encryption

As supervisor, use your smartcard to connect with the registered “PROXESS Administrator” in the PROXESS
Administrator Console.
In the “Action/security” menu, select the command Initialize field encryption.

N PROXESS Administrator Conscle

N File Action View Favorites Window Help

Databases (Finance)

R ol ANl (HERN 7
| PROXESS Administrator Console

~ [ PROXESS Adminit® + == nomes . _
“ User manager Connect escription Security type
» || Databases (Fir Disconnect inance Default

~| Database f - eneral Default
- Certificate »
| Document
| Filetypes Security > Initialization of tables and signatures
| Validation
| Template f Import / Export Review the system log on manipulation
| Folders an Set active interfaces

Session License Manager

Refresh language table Reset supervisor password

MNew Window from Here

Help

Fig.: “Action/security” menu

Select a printer to print out “PROXESS master key—field encryption”. For security reasons, select a local printer or a
printer not accessible to the public. (Don’t select a PDF printer or similar, since there is a risk that your password file
will be overwritten accidentally.)

Confirm your selection with the Initialize command.

Your changes will only take effect after you restart the PROXESS system.

Warning information

Store the resulting printout “PROXESS master key—field encryption” in a safe place. This

@ printout contains a key password for the algorithm of the field encryption. Without this
password, it isn’t possible to decrypt encrypted field values, for example after changing
hardware, and to show them in the original format again. If the master key field encryption is
lost, data will be lost!
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Restore field encryption

o ent the printout °

 Confirm your entry with the command Restore.
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Activate high-security database

Content-related information about the archived document (contents of the document fields) and administrative
information about the archived documents, such as lifespan, retention period and storage medium are entered in the
document data sets of a PROXESS archive database. If you want this information to receive special protection, it is
recommended that you activate a database as a high-security database.

By activating it as a high-security database, the document data sets in this PROXESS archive database are signed in the
underlying SQL database. This means that the PROXESS system can recognize manipulative interference from the
outside, on the SQL level, and can display it to the user.

Example: If an SQL command is used to assign a document to another document type, the display and processing of
the affected document is blocked with warning indicators. Only a supervisor can remove this block.

The corresponding entries in the full-text database are also protected from unauthorized access by encryption.

Before you can activate a database as a high-security database, these conditions must be met:

The database signing must have already been initialized (see Database signing).

The desired database must be entered as a high-security database in the active PROXESS licensing file. This
entry can only be performed by the manufacturer (PROXESS). If needed, contact your sales partner or PROXESS
GmbH directly.

The activation of a database as a high-security database is a one-off process and can’t be reversed. If you perform the
activation at a time when the system has already been in use and documents have already been stored in this
database, they will be signed retroactively. Depending on the number of existing documents, this retroactive signing
can take a long time. Before the signing starts, you will receive information about the number of existing documents.

nstr n
As supervisor, use the smartcard to connect with the registered “PROXESS Administrator”.

Mark the database that you want to activate as a high-security database. You don’t have to be connected to the
database.

In the “Action” menu (alternatively via the context menu), select the function “Activate high-security database”.
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B PROXESS Administrator Console
u File Action View Favorites Window Help
e xn@ = H

| PROXESS Administrator Console Databases (Finance)

v E PROXESS Administrator (QA-PRADO(

> [ User management Ii\.lame Description Security type

+ [ I Databases (Finance} [ #=Finance Finance Default
| Database fields GeneralDB__ General _____ Default |
[7] Document types Cennect
[ Filetypes Disconnect

[ 7] Validation Rules

[ Template files
[7] Folders and Registers Active high secure database...

Edit field mask...

Update database signature...
Review the Access protocel on manipulation
Delete

Properties

Help

Fig.: Activation of the “Personnel” database as a high-security database

A notice appears to show how many documents in this database have to be signed retroactively. Since it isn’t possible
to permanently delete any deleted documents in PROXESS, these data sets will also be signed retroactively and
counted.

Start the process with the Yes command.

If you have successfully activated a database as a high-security database, the menu item “Activate high-security
database” will be deactivated. The security type of the database gets the status “High”.
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Database security (logging)

1. Access log

All access to archived documents and files is captured in this log. The log records the PROXESS user name, time of day
and date and the type of access. The type of access is distinguished in “New”, “Read”, Change” or “Clear”. For each
database, the log can be activated/deactivated by the supervisor or database administrator.

The log itself is protected against manipulation by hash values and a link from the relevant protocol entry to its

respective predecessor and successor.

Activate and set up access log

Connect to the system as a supervisor or database area administrator.
Select the desired database.
In the “Action” menu, choose the menu item “Properties” (alternatively via the context menu).

Now select the “Security” tab:

GeneralDB Properties X

Common  Rights  Securty  Advanced

Activate event logging

Old log entries are deleted according to one of the following criteria:

(@) Mumber of log entries is greater than: 100,000 =

-

() Age of the log entry is olderthan (n months): 29~

Document can be punged:

Yes, with logging w

Cancel Foply

Fig.: Settings for logging on a database level with the sample “Personnel” DB

Possible settings for access logs:
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Activate event logging Here you can activate/deactivate the logging of user access to the
documents for the selected database. By default, the logging is not
activated.

Clear log entries... For performance reasons, you can set the automatic deletion of older log
entries either based on volume or time.

Values between 100,000 and 1,000,000 are permitted here.
if the amount exceeds .... or

Values of 25 months or more are permitted here.
if older than ... months

The supervisor or database administrator should regularly check the consistency of the logging:

_ﬂ PROXESS Administrator Console
N File Action View Favorites Window Help
e« an5HE |

"] PROXESS Administrator Console Databases (Finance)

v PROXESS Administrator (QA-PRXDOC
~] User management

MName Description Security type
[$aFinance Finance Default

GeneralDB General Default

| Databases (Finance)

Connect

Disconnect

Edit field mask...
Active high secure database...

Update database signature...

Review the Access protocol on manipulation

Delete

Properties

Help

Statistical evaluations of the access logs:

You can filter and represent user access to documents and files with the provided PROXESS Report Console. The
evaluations are based on the access log activated here.

The evaluations can be exported as xls or csv files. You can find more information in the module documentation for
the PROXESS Report Console.

Examples of business and organizational evaluations:
- Number of document accesses per user group with the goal of allocating the PROXESS DMS costs.

- Time-specific statistics of the document accesses per user group for particular completed actions, etc.
- Frequency of accesses/changes in respect to a certain document type (e.g., purchase agreements).

Logging of deletion processes
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Although users with deletion rights can mark archived documents for deletion, they can’t permanently remove them
from the system for security reasons. The earmarked documents in PROXESS can only be permanently deleted or
restored by a PROXESS administrator. To take account of the various legal regulations for various document types in
respect to the storage and destruction of company documents (e.g. for personnel documents), you can apply settings
for the deletion behavior and the logging of the deletion process for each archive database.

Configuration for the deletion logging:

Connect to the system as a supervisor or database area administrator and select the desired database. In the “Action”
menu, choose the menu item “Properties” (alternatively via the context menu). Now select the “Security” tab (see fig.
above):

Possible settings for logging the deletion process:

Permanently clear
documents....

It is not possible to permanently delete documents. All documents are provided
No in the system with a possibility of recovery. However, documents deleted by a
user can’t be searched for and are no longer shown in retrieval.

Documents that are permanently deleted by the administrator are noted in the
Yes, with logging deletion log. The deletion entry includes the executing PROXESS user, the time
of the deletion and all contents of the document at the time of deletion.

Yes, without logging Permanent deletion of documents by the administrator is possible; no entries
(Default setting) about the document contents are made in the deletion log.

Tip

You can find the deletion log as the “LogInfo” SQL table in the respective database and it can be
viewed with common SQL tools.

System log

Changes in metadata and main settings are recorded in a central system log. The processes recorded in the system log
include, among other things, the creation or deletion of fields, document types or of users and groups. A list of all
events captured in the system log can be viewed in the chapter List of log events in the system log.

Similarly to the access log, the log entries here are secured against manipulation by means of hash values and a link to
predecessors and successors. The system log can make manipulative access to the system settings visible. The system
log can not be deactivated.

You should regularly review/evaluate the system log to detect manipulative alterations. Connect to the system as a
supervisor for this purpose. Select your PROXESS system and, in the Action/Security menu, choose the function:
Review the system log for manipulation.
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Y PROXESS Administrator Console
Y File Action View Favorites Window Help
«s| @z BE

nistrator Console PROXESS Administrator (QA-PRXDOC!

(] PROXESS Ad

Connect
User management
Disconnect i
Databases (Finance)
Certificate >
Security B Initislization of tables and signatures

Import / Export Review the system log on manipulation

Session License Manager Setactive interfaces

Refresh P P

View B
New Window from Here
Export List...

Help
—_—

Fig.: Security menu

The scope of the program includes SQL scripts that you can use to execute evaluations of the changes to the PROXESS
system settings.  With these evaluations, you can trace configuration changes related to databases, document types,

etc. The query results can be saved e.g., as a CSV file.

Examples of possible evaluations:

- Which user has granted which rights to a certain database to which users or groups?
- Which user has added which other users to a certain group at which time?

- Which user has granted which document type rights to whom in a specific database?
a) Filtered for a particular document type

b) Additionally filtered for just a particular group

Also see:

List of log events in the system log
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Security functions—concept and overview

The PROXESS security concept includes four main functions:

Supervisor authentication through smartcard and PIN: You need supervisor privileges to grant rights, to
delegate management tasks and to activate other optional security functions.

Database signing: PROXESS creates a signature across relevant database fields, thus offering protection against
manipulations of the database entries. This function is obligatory for the PROXESS administrative database and
optional for individual PROXESS archive databases.

Field encryption: Individual fields in a database are saved with encryption (optional).

File encryption: Files of a certain document type are saved with encryption (optional).

You can decide on system operation with or without security functions. This depends on your need for security or how

much protection is needed for the archived documents. Personal documents such as payrolls or application
documents are sensitive information, for example, and should thus be seen as more in need of protection than

received merchandise invoices.

System operation without security functions

If you decide on system operation without security functions, only two standard security functions have to be
activated and used.

This includes the supervisor’s Login via smartcard and PIN. This is necessary to carry out the user and access rights
management or to assign area administrators for the additional user and access rights management in this area. The
supervisor (usually a member of senior management) can assign the human resources manager as the area
administrator for the personnel archive, for example. Specifically, the human resources manager receives
management rights for the “Personnel” archive database.

Database signing is the second required condition even for system operation without security functions. It results in
the signing of the PROXESS administrative database in the underlying SQL database. These administrative data are
stored in the PROXESS DB. This also includes user management data, among other things. The signing of the
corresponding data sets makes manipulative interventions at the SQL level transparent.

Example: If a PROXESS user without access to the “Personnel” archive database, via an SQL command, becomes the

member of a group that has access rights to the “Personnel” archive database, the system detects the manipulation

and blocks the user account.

System operation with security functions

If you decide on a system operation with security functions. additional security functions are offered in PROXESS.

When you activate a PROXESS archive database as a high-security database, this initially starts the encryption of the
links to PROXESS documents saved in the full-text database. Additionally, this fulfills the prerequisite that SQL field
contents and contents of the files archived in PROXESS can be encrypted. However, the SQL field contents are not
actually encrypted until this is configured on a database level in the PROXESS Administrator program.

Other conditions for configuring fields or files as encrypted include the initialization of the file and field encryption.

During the initialization of the file and field encryption, passwords are created for the encryption algorithm and
printed out. You absolutely must have these passwords in the event of a system restoration or hardware change.
It is not possible to make the encrypted data and files legible again without passwords.
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In both cases, before the system is activated, PROXESS GmbH will provide you with a declaration in which you will be
informed about the importance of the certificate and encryption passwords. This declaration must be signed and
returned to PROXESS GmbH before activating the system.

This table summarizes the information:

System System
) ) operation operation with
Security function i ) . Effect
without security security
functions functions
Login via Required to execute the user
smartcard and management and access rights
PIN Yes ves management
Signing of the Metadata protection for user
PROXESS management
administrative Yes Yes Consistency check of the user data
database High-security database
Prerequisite for the encryption of
standard fields and file encryption per
document type in this database
No Yes Activation of the full-text DB
encryption
Entry in license required
Serves to protect the document data
File encryption sets in the SQL DB
No Yes Configuration per default field
Only possible in high-security DBs
Serves to protect the PROXESS file
No contents
Field encryption Yes Configuration per document type

Only possible in high-security
databases

Also see:
Loggin;
Activating the system—step by step instructions
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Licensing files

PROXESS requires two licensing files. You will get these licensing files via e-mail from PROXESS GmbH after you have
completed the PROXESS certification process and transferred the file with the .dmp extension via online form

(https://www.PROXESS.de/lizenzantrag.html) to PROXESS in the course of creating the first PROXESS supervisor

smartcard.

You will receive two files:

Lizenz.txt Module license file: Specification of the unlocked PROXESS modules and the maximum

simultaneously logged-in PROXESS users.

Customer license file: Specifications of the certification request and the first supervisor

LizenzSec.txt . .
smartcard, entry of the high-security databases

Both files must be located in the stated license directory. The information regarding the valid license directory is
provided in the program “PROXESS Registry Setup” and “PROXESS Storage Manager Explorer”. In the default setting,
this is the working directory of the PROXESS server, (e.g., C:\Programme\PROXESS\LizenzSigned.txt and
C:\Programme\PROXESS\LizenzSec.txt).

If no specifications are entered, PROXESS will use this directory.

After the licensing files are imported, you can activate the database signing.

Also see:
Activation of PROXESS—step by step
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Prepare PROXESS supervisor smartcard

Requirements:

® You have already completed the certification process

® You have a valid system certificate file (pfx file) (see Activate PROXESS system certificate)

Step by step:

Connect the PROXESS smartcard reader to the computer via the USB interface.
Insert a new “blank” smartcard into the reader.
Start the program Gemalto Classic Client Toolbox via Start/Programs.

In the “Card contents” menu, choose the command Certificates.

Cfassfg Client gemaltd

Certificates r-h

Card Administration

P 3 PIN Code: Login

R

Cortficates Q Gemalto GemPC Pinpad USE Smart Card Read 0
Card Properties
Show details Erase
Diagnostic/Help

Fig.: Dialog box for the Gemalto Classic Client Toolbox to import the key file (.pfx)

In the option “Import/Import from File”, choose the Open command.

In the output folder that you have already selected, choose the file with the .pfx extension, which you created during
the certification process in the menu item “Activate PROXESS system certificate”.

Enter the password of your PROXESS system certificate request in the following dialog. (You can find this password on
the printout of the PROXESS system certificate request.)

Confirm your entry with the Verify command.

After a successful review, your certificate to be imported is displayed in the selection list.

Select the certificate and enter the PIN of the inserted smartcard. (At delivery, this is: 1234).
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You should subsequently change the standard PIN into an individual PIN in the program Gemalto Classic Client
Toolbox in the “PIN management” menu (see PIN management of PROXE rvisor smartcards).

Confirm your entries with the Import command. You will get a confirmation that the certificate was imported

successfully.

Now the imported key is displayed in the “Certificates” menu and assigned to your PROXESS system certificate.

EJQ Gemalto GemPC Pinpad USB Smart Card Read 0
Ej% proxess.Musterfirma_GmbH'S PROXESS Root CA
“-Sga RSA Public Key 1024 bits

Fig.: Display after successful transfer in the “Certificates” menu

Now you can create a PROXESS supervisor smartcard.

Also see:

PIN management of PROXESS supervisor smartcards
Activating the system—step by step
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Create PROXESS supervisor smartcard

Requirements:

® You need supervisor privileges for this action.

e Connect the PROXESS smartcard reader to your computer via the USB interface.

e You will need a prepared smartcard. You can learn how to prepare a smartcard in the chapter “Prepare
PROXESS supervisor smartcard”.

Step by step:

Start the PROXESS Administrator Console and mark the node PROXESS Administrator (“server name”) in the console
root.

In the “Action” menu, using the context menu or via the action panel on the right, select the menu item “Certificates”
and select the command Create PROXESS supervisor certificate.

Select an output folder for the creation of the certificate files and a printer to print out your PROXESS supervisor
certificate.

Confirm your entries with the Create command.

The following files are created in the selected output folder:

proxess-sv_Musterfirma_GmbH_SN0f4898a9.pfx Result file for the activation of the PROXESS supervisor

certificate.
proxess- File with individual smartcard data. This file is later sent to
sv_Musterfirma_GmbH_SN0f4898a9.dmp PROXESS GmbH and integrated into the individual

customer license. This step is only required for the first
PROXESS supervisor smartcard.

Warning information

Select a secure output folder and a secure (local) printer to prevent unauthorized access. In case
of unauthorized use of these documents, the PROXESS system might become insecure. Store the
created PROXESS supervisor certificate and created files in a secure location.

When the files are created, you will be prompted to enter your PIN. Note the display of your smartcard reader. (At
delivery, the PIN is: 1234). You should subsequently change this standard PIN into an individual PIN in the program
Gemalto Classic Client Toolbox in the “PIN management” menu (see “PIN management of PROXESS supervisor
smartcards”).

Start via Start/Programs/the program Gemalto Classic Client Toolbox.
In the “Card contents” menu, choose the command Certificates.

In the option “Import/Import from File”, choose the Open command.

PROXESS Administrator Console EN Page 39 of 144



Documentation PROXESS Admininstrator Console PROXESS 10 Release 2020 R1

i@ Offnen =
Suchenin: | || Zertfikate - @ e E-
I Marne - Anderungsdatum Typ
e _ﬁ- proxess_Musterfirma_GmbH_SMN2012cdfd. pfx 27.04.2010 08:41 Privatel

Zuletztbesucht 54y oy ecs-su_Musterfirma_GmbH_SNOf4898a9.pfx 27042010 10:39 Private: |

=
Bibliotheken

Fig.: Selection of the PROXESS supervisor certificate for import (sample name)

You can recognize the PROXESS supervisor certificate by the file name “proxess-sv_SN<Serial number>.pfx”.

Select the PROXESS supervisor certificate and confirm your selection with the Import command.

Now you have to enter the password of your PROXESS supervisor certificate in the following dialog. You can find this
password on the printout of your PROXESS supervisor certificate.

After a successful review, your certificate is offered in the selection list.

Select the certificate and start the import with the Import command. You will get a confirmation that the certificate
was imported successfully.

Check: Now the imported key is displayed in the “Certificates” menu and assigned to your supervisor certificate.

=} Q Gemalto GemPC Pinpad USB Smart Card Read 0

; R proxess. Musterfirma_GmbH'S PROXESS Root CA
S RSA Public Key 1024 bits
proxess-sv.Musterfirma_GmbH'S proxess.Musterfirr
S RSA Public Key 1024 bits

Fig.: Display after successful transfer of the PROXESS supervisor certificate in the “Certificates” menu

If this is the first PROXESS supervisor smartcard, transfer the .dmp file from the above-selected output folder to
PROXESS GmbH. PROXESS GmbH will enter your valid smartcard data into your PROXESS customer license. After a
short processing time, you will receive an e-mail with your individual PROXESS license files “Lizenz.txt” and
“LizenzSec.txt” from PROXESS GmbH.

The step of transferring the individual PROXESS license files is eliminated for all other PROXESS supervisor smartcards.

In the next step, you can install the PROXESS software and activate the license files.

Tip
If you want to activate PROXESS archive databases as high-security databases, they must first be
entered into your license file by PROXESS GmbH. For this purpose, please tell us the exact name of the
archive database(s) (database name). Usually this is already discussed in advance with your PROXESS
system advisor during the installation/update.

Also see:

Activating the system—step by step
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Activate PROXESS system certificate

As soon as you have received the countersigned file of the certificate request (cer file) from PROXESS GmbH, you can
activate your certificate. Activation means that you enable your system to assemble the parts of your certificate (pvk

file and cer file) into a functional certificate (pfx file).

Step by step:
Start the PROXESS Administrator Console and mark the branch “PROXESS Administrator” in the console root. In the
“Actions” menu, click “Certificates” and select the command Activate PROXESS system certificate.

The following dialog box appears:

PROXESS Systemzertifikat aktivieren | X
Schiliizzeldatei: CZertffikate\proxess_Musterfima_GmbH_SN2012c4fd pvk [:]
Zerifikatsdatei; C:\Zerifikate \proxess_Musterfima_GmbH_SN2012cdideer [ ]

PFX Ablageverzsichnis:  C:\Zertifikate'\proxess_Musterfima_GmbH_SN2012c4id pfe [.]

Schiosselkennwort: [T

Aitivieren | | Abbrechen |

\,

Fig.: Dialog field to activate the PROXESS system certificate

First select the storage location of the private key file (pvk file). When all the required files are in the same directory,
the information for the PFX storage directory is entered automatically.

Enter the storage place for the cer file countersigned by PROXESS on the certificate file line and select the Activate
command. You will get a confirmation that the activation was completed successfully.

Directory content after successful activation:

proxess_ExampleCompany_GmbH_SN2012c4fd.req* Request file of the PROXESS system certificate. This
file was sent to PROXESS GmbH in the preceding step
“Request PROXESS system certificate”.

proxess_ExampleCompany_GmbH_SN2012c4fd.pvk* Private key file. This file is the main cryptographic
secret for creating the supervisor smartcards and

must therefore be stored securely.

proxess_ExampleCompany_GmbH_SN2012c4fd.cer* Individual PROXESS system certificate. PROXESS
GmbH has transmitted this file to you.

proxess_ExampleCompany_GmbH_SN2012c4fd.pfx* Result file for the activation. This is the basic file to
create supervisor smartcards and must therefore be
stored securely.

* Sample file names

Warning information
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in the next step,
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Request PROXESS system certificate

At the start of the certification process, you create a system certificate request that you must send to PROXESS GmbH.
Two files are generated during the creation of the system certificate request. The file with the extension req contains
the certification request. The file with the extension pvk contains a private key. This contains the main cryptographic
secret of the smartcard creation and may not fall into the hands of third parties, including those of PROXESS GmbH.

The request is also issued as a paper printout.

Step by step:
Start the PROXESS Administrator Console and mark the branch “PROXESS Administrator” in the console root. In the

“Actions” menu, click “Certificates” and select the command Request PROXESS system certificate.

Enter your company information in the following dialog box:

PROXESS Systemze

Firma: M usterfirma GmbH

Abteilung: EDY

Strale: M usterstrafie 1

2 ESE

Ort: M usterstadt

Bundesland: F| heirland-Ffalz

Land: ;_G.ermam_.l . v_.;

Ablageverzeichnis: i_-_C:'\Zeltifizierung PROXESS -_ E]

Cirucker: _F'H DXESS Printer .
Beantragen ] [ Abbrechen ]

Fig.: Dialog box to request a PROXESS system certificate

Two files are created with the request:
- The file with the extension req contains the certification request.
Output - The file with the extension pvk contains a private key.
folder
Both files are stored in the directory entered here. For security reasons, the manufacturer

recommends a protected local directory.

Select a printer to print out the system certificate request. For security reasons, the manufacturer

Printer .
recommends a local printer.

Warning information

The printout of the PROXESS system certificate request contains a password that is subject to the
strictest secrecy. Unauthorized parties can get access to protected archive data by knowing this

password. Please keep this request under lock in a safe place. PROXESS GmbH recommends using

a local printer for the printout.

Confirm your input by clicking the Request button.

In the following dialog box, you will be prompted to secure your private key by entering the password from the
system certificate request. You can find this password on the printout of the system certification request.
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Kennwort f privaten Schissel erstellen

Schiisse: provess_Mustefima_GrbH_SN2012c¢

Kennwot. .

Kenmwor besttigen

Figure: Entry dialog fo the password for th private key

Confirm your input with OK. The protected ification requ and stored in
folder.
You will get a confirmation that the process was completed successfuly.

Send the created system certification request (req file) to PROXESS via the online form
h PROXESS.de/zertifikatsantrag.htm)

After a brief processing time, PROXESS will send you an e-mail with the digitally countersigned system certificate (fle
with the extension cer). This can be used only in conjunction with your already created private key and can thus be

securely transferred by e-mail.

Now you can activate the PROXESS system certificate.

Also see:

PROXESS 10 Release 2020 R1
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Install PROXESS system certificate

You need your PROXESS system certificate (pfx file) for this step. First, the steps “Request PROXESS system certificate”
and “Activate PROXESS system certificate” must already be completed. By entering the command “Install PROXESS
system certificate”, you are designating the pfx file as the valid certificate file for your PROXESS system.

Step by step:
Start the PROXESS Administrator Console and mark the branch “PROXESS Administrator” in the console root. In the

“Action” menu, click “Certificates” and select the command Install PROXESS system certificate.

“The following dialog box appears:

PROXESS Systemzertifikat installieren

Zetikst: [k ate\proess_Musterfins_GrmbH_SN2012cdid.cer | [ ]
Server | VIRTUALXP-85362 ||,

Fig.: Dialog field to install the PROXESS system certificate

Select your PROXESS system certificate as the certificate. You transferred this to PROXESS GmbH in the step “Request
PROXESS system certificate” and received it back from the company in a digitally countersigned e-mail.

Please enter the IP addresses or the name of your PROXESS server in the “Server” field. In a distributed system, this is
the computer on which the PROXESS Document Manager is installed.

Confirm your input by clicking the Install button.
You will get a confirmation that the action was completed successfully.

You can prepare and create a supervisor smartcard in the next step.

Also see:
r PROXE r

Create PROXESS supervisor smartcard
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Dokumentation PROXESS Admin Console
Certificates—concept and overview

A one-off certification process must be performed before the first PROXESS system start. You will also create the first
PROXESS supervisor smartcard of the system. You will carry out the necessary steps of the certification process with
the help of the PROXESS Administrator Console. Different certificate files and certificate documents will be created in
this process. These are required for the secure running operation of the system, for a system transfer to new
hardware or to restore a system after hardware failure. (See: Activating the system—step by step)

The following documents and files are created in the course of the certification process:

® Request file of the PROXESS system certificate (.req): file that is sent to PROXESS GmbH as a certificate
request (example: proxess_ExampleCompany_GmbH_SN2012c4fd.req)

e PROXESS system certificate request: printout created during the request for the PROXESS system certificate

® Private key (.pvk): file created during the request for the PROXESS system certificate (example:
proxess_ExampleCompany_GmbH_SN2012c4fd.pvk)

e PROXESS system certificate (.cer): file that is created when PROXESS GmbH has countersigned the system
certificate (example: proxess_ExampleCompany_GmbH_SN2012c4fd.cer)

* PROXESS system certificate (.pfx): file created during the activation of the system certificate (example:
proxess_ExampleCompany_GmbH_SN2012c4fd.pfx)

When the PROXESS supervisor smartcards are created, this also results in certificate files and documents:

® PROXESS supervisor certificate (.pfx): (example: proxess-sv_ExampleCompany_GmbH_SN0f4898a9.pfx)

® PROXESS supervisor certificate: printout of the PROXESS supervisor certificate

o File with individual smartcard data (.dmp): This file is sent to PROXESS GmbH and integrated into the
individual customer license. This step is only required for the first PROXESS supervisor smartcard (example:
proxess-sv_ExampleCompany_GmbH_SN0f4898a9.dmp)

Warning information:

Without these files and documents, it isn’t possible to create additional smartcards for the
administration at a later date. Additionally, it must be ensured that these files and documents don’t

@ fall into the hands of third parties, or else the security of the archived documents can no longer be
guaranteed. The files (.pvk, .cer, .pfx) should be transferred to a separate data carrier (e.g., memory
stick, CD/DVD) and stored in a secure location (safe or notary public). It must be ensured that the
data carriers are readable. PROXESS GmbH is explicitly unable to create valid duplicates of the
smartcard. Without the above-mentioned files and documents, it also isn’t possible for PROXESS
GmbH to create additional smartcards at a later date.

Also see:

Activating the system—step by step
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Set Active Interface

The Unicode character set is supported in PROXESS 8.0 and subsequent versions. For reasons of downward
compatibility, the older code page character set can also still be used. Use the function Set Active Interface to

determine which character set should be used for the communication between the PROXESS server and PROXESS
clients.

Step by step:

As supervisor, use your smartcard to connect with the registered “PROXESS Administrator” in the PROXESS
Administrator Console.

In the “Action/Security” menu, select the command Set Active Interface (alternatively in the context menu).

¥ PROXESS Administrator Console

N File Action View Favorites Window Help
= 5HE = HE

| PROXESS Administrator Console | PROXESS Administrator (QA-PRXDOCU)
v E PROXESS Administrator (QA-PRXDOC N
ame
Connect )
O = _| User management
scenne | Databases (Finance)

Certificate ¥

Security ¥ Initialization of tables and signatures

Import / Bxport Review the systemn log on manipulation

Session License Manager it inate

Refresh language table Reset supervisor password

View >

MNew Window from Here
Export List...

Help

Fig.: Context menu server/security

You have the following setting options.

The code page character set covers the characters of most European languages.

Only code
page-based When this setting is active, only PROXESS clients up to version 5% R2 can log onto the
PROXESS server.
The Unicode character set includes the characters of all languages known worldwide. It is
Just Unicode- supported by PROXESS 8.0 and later versions.
based When this setting is active, only PROXESS clients with version 8.0 or later can log onto the

PROXESS server.
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With this setting, PROXESS clients with all PROXESS versions can log on.
Warning information

Use this setting only temporarily, e.g., in a conversion phase from an older
PROXESS version to PROXESS 8.0.
Both

@ When both interfaces are activated, documents may be overwritten
unintentionally with the old code page character set. Then unknown
characters are reset with substitute characters, such as  “?”. This will make
the documents illegible. To track this overwritten text, you should activate the
document history in the PROXESS administrator during the conversion phase.
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Importing/exporting metadata

@ You need supervisor rights for this function.

You can export metadata to a file (XML format) and import it from a file or a system into another database/another

system. As a system administrator, this saves you a lot of manual work during setup, for example when multiple
databases have a similar structure.

These metadata can be exported/imported:

® Users

® Groups

Database fields

e Document types

File types

Template files

Validation rules

Search and sorting categories

Step by step:

Select the branch of your PROXESS system and select the Import/export command in the context menu.

Open the “File” menu.

PROXESS Metadata Import/Export

e

Open configuration from file

Export configuration from database

Save configuration to file

Import configuration to database

Close configuration

Exit dialog

l
Fig.: Overview of functions for the PROXESS Metadata Exchange dialog

Depending on whether you want to import or export, the following functions are available.

Use this to open an existing PMX file (PROXESS Metadata Exchange) with the

Open configuration from . L .
P J Explorer menu. Use this function if you want to import metadata.

file

Select the desired database.
Export configuration from All metadata are read. You can see the readout of the current metadata on
database the right in the “Log” window. (See figure below).
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Save configuration to file

Import configuration to
database

Close configuration

Exit dialog

With this command you can save the above-selected values to a PMX file.
First go to “Metadata” in the left area of the window to decide which
metadata are written into the export file.

Select the desired database for the import. In this dialog you can also create a
new database at the same time.

In this dialog you can also select which metadata should be imported. (See
figure below)

This returns you to an empty dialog box.

Close the box here.

H rro
N File Action View Favorites Window Help
f PROXESS Me a lm — O |
1 File [ |
MetaData Protocol
=[] GeneralDB [INFO] Read profile "Drive’. A

[INFO] Read profile "Drive’.

Default fields

: Profiles
[+ [/] Search categories

INFO!
INFO
INFO
INFO
INFO
INFO
INFO
INFO!

INFO
INFO
INFO

Read profile "Drive’.

Read profile "Drive’.

Read profile "Drive’.

Read profile "NamedHit ListCorfig'.
Read profile *ScribeAdminSettings”.
Read profile "Drive’.

Read profile "SecribeAdmin Settings”.
Reading validation rules...

[INFO] Reading template files...
[INFO] Reading search categories. ..

Reading dynamic search categories...
Read search category "DynSearch_Custsupna’.
Read search category "DynSearch_Documentdate’.

Fig.: Readout and configuration of the metadata file for export
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Please choose a import database:

6% Action Select import DB
() Create new database

(®) Choose existing database J GeneralDB

Select

Rules for existing metadata elements:
Defautt Fields: () Skip (@) Update properties
Document Types: () Skip (® Update properties
Document Type Fields: () Skip (@) Update properties
File Types: () Skip (@) Update properties
Groups: () Skip (@ Update properties Documenttype Rights

Users: () Skip (@ Update properies Documenttype Rights
Profiles: () Skip (® Update properties
Search and sorting criteria: () Skip (@) Update properties

oK Cancel

Fig.: Configuration dialog for the import of metadata
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Connect database

To manage a database, you first have to connect to this database.

If you have already successfully logged on to the PROXESS server, you are automatically reconnected to the database
from your last session. If you want to manage a different database, you first have to connect to this database.

Step by step:
Select the database that you want to connect to.
In the “Action” menu (alternatively via the context menu), select the function “Connect”.

You can identify the currently connected database by the blue arrow symbol.

¥ PROXESS Administrator Console
Ed File Action View Favorites Window Help

e = HE

v [ PROXESS Administrator (QA-PRXDO

v 5 User management leame Description Security type
= Users [BeFinance Finance Default
= Groups 12IDB__General Default
] Logged-on users Connect
] Databases (Finance) Drconnes)
7] Database fields
5 Document types Edit field mask...
[5 File types Active high secure database.

] Validation Rules

=] Termplate iles Update database signature.

(] Folders and Registers Review the Access protocol on manipulation
Delete
Properties

Help

Fig.: Connecting to the “Personnel” database
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Login

When you start the PROXESS Administrator Console for the first time, the PROXESS login dialog appears.
During subsequent starts, you will connect to the already registered PROXESS system via the menu item
Action/Connect (alternatively via the context menu).

PROXESS Logon ? X
= User
?’S Name:
J Password: | | Smarteard
Server
Servemame: [GA-PRXDOCU | [ cancel
Protocal: TCPAP & Help

Figure: Login mask of the PROXESS Administrator Console

The PROXESS Administrator Console offers you two options for logging in: A login via smartcard and a login with a
user name and password. It is not possible to log in with a Windows Active Directory user account. Depending on the
type of login you select and your user profile, you will be granted different rights to perform functions within the
PROXESS Administrator Console.

First option: login with smartcard and PIN entry

Logging in with a smartcard and PIN entry is reserved exclusively for PROXESS users with supervisor privileges.
Make sure that the entries for the server connection are correct (see table). Connect the smartcard reader to your
computer and select the smartcard command. An action window from the smartcard reader will appear on your
screen. At the same time, a display in the smartcard reader will prompt you to enter a valid supervisor PIN and

confirm with ENTER.

It is not necessary to enter a user name and password when logging in with a smartcard.

Second option: log in with a user name and password

Users, administrators and database area administrators log in with a user name and password. The login with a user
name and password is not associated with supervisor privileges.

In this field, enter your user name or apply the name that is still provided from the previous

Name session. During the first login, you use the user name that was created during the installation. The
program stores the provided user name so that you can continue to use it during the next login.
Enter your password here. During the first login, you use the password that was created during
the installation. Only a supervisor can change passwords within the PROXESS Administrator
Password

Console. Changing your own password is possible e.g. in the “PROXESS” program or in “PROXESS
Administrator”.

PROXESS 10 Release 2020 R1
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Server
name

Protocol

Enter the name of the desired PROXESS server here. The syntax depends on the network in which
you installed PROXESS. The PROXESS Administrator Console stores the PROXESS server name so
that you can continue to use it during the next login.

Select the network protocol for connecting to the server here. Keep in mind that the possible
selections for the protocol sequence depend on the installed network components. When the
PROXESS server and the provided module are installed on a computer, select the “Local server”
setting.

The PROXESS server connection is stored. You only need to adjust it if something about the settings changed or if you
want to work with another server.

Enter the login information and select the Log in command.

Straight after the login, you are connected to the database from the last session:

I3 PROXESS Administrator Console N - o x
Id Fle Action View Favortes Window Help -lax
I

1 PROXESS Administrator Console

v 1] Usermanagement

5] Validation Rules.
] Template files
] Folders and Registers

Actions

PROYESS Adminitrator (QA-PRXDOCU) B

] Users ] User management Connect
= Groups | Databases (GeneralDE) e
] Logged-on users
5 Databases (GeneraldB) LG L4
7 Database filds Security »
1 Document types Tt o
) Filetypes

Session License Manager
Refresh language table

View »

Fig.: Dialog after successful login

Also see:
Change password

PROXESS 10 Release 2020 R1
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Windows Active Directory Integration

User concept: AD users versus PROXESS users

As system administrator, you should organizationally divide all users who work with PROXESS into two user

categories.

1. Users with Windows authentication

The system administrator adopts the user data from the Windows Active Directory for these users to avoid double
administration in Windows and PROXESS. Users transferring from AD select the authentication option “Windows” in
the login dialog of the respective module when logging into PROXESS. Then the Windows login information is
automatically transferred to PROXESS. Here, it is recommended to suppress the login dialog for AD users in the
respective module settings after the first login.

Members of this category, however, do not have any access to high-security databases—e.g., those for which high

security and encryption are activated. This aims to prevent a situation where AD users automatically receive access
rights to particularly sensitive documents and data in PROXESS simply by being assigned to an AD group, without
these having to be explicitly declared in PROXESS. In practice, this will probably affect the majority of users who, for
example, are not members of senior management or HR, and so do not need any access to specially protected data.
For these users, Windows Active Directory integration can help to avoid double administration, thus making work
easier for the system administrator. This also enables automatic login to the PROXESS modules for the user.

All steps for the Windows Active Directory Integration in PROXESS are described in this chapter.

Warning information

Authentication via Windows does not enable access to “secured” databases,

@ meaning those with activated high security and encryption. Only the
correspondingly authorized users of the internal PROXESS user administration
can access these databases.

2. Users with PROXESS authentication

Members of this category can access high-security databases (e.g., employee database) if they have been granted the
necessary access rights in PROXESS. In practice, this will most likely be limited to a smaller circle of users (e.g., senior
management/HR department). These users are created and managed directly in PROXESS. When logging in to
PROXESS, the user selects the authentication option “PROXESS” and enters their PROXESS user name and password.

You can find all explanations about the internal PROXESS group and user management in the “User management”
chapter.

Warning information

Avoid users with a “double identity” as Windows AD users and PROXESS users.

@ Users should generally log into all PROXESS modules with one and the same
authentication to ensure that they get a consistent basis for the data and
access.

Please be sure to first read the remarks in the preceding chapter: User management—concept and overview.
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Step by step: Windows Active Directory Integration

First step: Create Windows authentication group

Create a Windows authentication group for PROXESS in the management of the Windows Active Directory. You can
select a random name for this. Select e.g., the group name “PROXESS” or another name, as in the example below. In
this group, all Windows users who should work with PROXESS are collected. For that reason, add all Windows users
to this group who should work with PROXESS and should log into PROXESS via the automatic Windows
authentication. A good strategy is to work on a group level and add all Windows groups that should work with
PROXESS. This ensures that all members of such a group are automatically added to the authentication group.
Management via groups also makes the later administration and maintenance of the system easier for you. Then any
newly added users, due to their Windows group membership, automatically also become members of the
authentication group for PROXESS. A Windows group hierarchy is not adopted in PROXESS. Users of the groups and
subgroups are adopted on equal levels.

Example:
Based on the PROXESS demo system “Let’s be fast” (LBF), here is an example with fictitious Windows groups.

First, in the management of the Windows Active Directory, create a Windows group with the name “LBF Everyone”. In
our example, this will be the Windows authentication group for PROXESS.

In the next step, add the Windows groups “LBF Sales”, “LBF Purchasing”, “LBF Financial Accounting”, “LBF Senior
Management” to the newly created group “LBF Everyone”. Now you have added all users for later AD integration into
the main authentication group for the PROXESS system.

Warning information

The membership of a Windows user in the authentication group is a mandatory condition for
the subsequent assignment of PROXESS access rights to this user.

Second step: Activate Windows authentication in PROXESS

Now open the program PROXESS Registry Setup in the PROXESS program group and select this new group in the
Document Manager/User Login menu under “Authentication group”. First you must activate the “Windows domain”

option in the section “External user system”. (Also see the documentation on the PROXESS Registry Setup)
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Fig.: Settings for the external user system in the PROXESS Registry Setup

Example: Select the group “LBF Everyone” created in step 1 as the authentication group.

Warning information

For the PROXESS authentication group, be sure that you never fall back on existing internal
Windows user groups such as “Everyone”. Since PROXESS regularly synchronizes the user
groups, this will lead to performance problems with a large amount of user accounts.

To avoid this, create a PROXESS group as described in item 1, which you can then select as an

authentication group in the above dialog.

Third step: Register Windows groups and add users to PROXESS

J

Now connect to the desired PROXESS system in the PROXESS Administrator Console again and select the “Groups”
node. In the “Action” menu, choose the menu item Register Windows group.
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Fig.: Registration of a Windows AD group in PROXESS

Now select all the Windows groups that should be added for working with PROXESS. When the first Windows group is
registered, all user data from these group members are adopted into the PROXESS user list. With the first registration
of a Windows group, the main Windows authentication group and its members are also automatically adopted into
the user management of the PROXESS Administrator Console. Users and groups transferred from Windows will be
marked with the entry “Windows” in the “User system” column in the overview.

Example:
Select the Windows groups “LBF Sales”, “LBF Purchasing”, “LBF Financial Accounting”, “LBF Senior Management” for

registration in PROXESS. The group “LBF Everyone” is automatically adopted as well. Now the PROXESS system
automatically adopts all login information of the group members. You can review this in the PROXESS user overview.

Fourth step: Assign PROXESS rights

Now assign the desired PROXESS access rights to the registered Windows groups. (See chapter: Access rights)

Warning information

In the relevant group, you can only assign rights to members who are also members of the above-
mentioned Windows authentication group (see above).

Fifth step: Add a new Windows user

When the above-mentioned steps 1-4 are completed as in the example, new Windows users are automatically
adopted into the PROXESS user management via their group memberships. By being added to a Windows group, this
user will also automatically receive the PROXESS access rights assigned to this group. The prerequisite for this is again
that the user’s Windows group is part of the Windows authentication group.

Summary: This means that a separate user and rights management is no longer required for PROXESS.
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Logged-on users

Select the branch “Logged-on users” under the “Users” node.

Now you will see a list of all currently logged-in users in the middle pane. You can also export this list as a TXT file.
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User management—concept and overview

Only registered users can work with PROXESS. In order to perform user management tasks, you must be a supervisor
or database area administrator.

The PROXESS user management tasks are:

e Creation of a system-wide user concept
e Implementation of the concept through the creation of user accounts and groups
e Management and maintenance of user accounts and groups

e Setup and maintenance of access permissions

Active directory users versus PROXESS users

As system administrator, you should organizationally divide all users who work with PROXESS into two user
categories.

1. Users with Windows authentication

The system administrator adopts the user data from the Windows Active Directory for these users to avoid double
administration in Windows and PROXESS. Users transferring from AD select the authentication option “Windows” in
the login dialog of the respective module when logging into PROXESS. Then the Windows login information is
automatically used for login to PROXESS. Here, it is recommended to suppress the login dialog for AD users in the

respective module settings after the first login.

Members of this category, however, do not have any access to high-security databases—e.g., those for which high
security and encryption are activated. This aims to prevent a situation where AD users automatically receive access
rights to particularly sensitive documents and data in PROXESS simply by being assigned to an AD group, without
these having to be explicitly declared in PROXESS. In practice, this will probably affect the majority of users who, for
example, are not members of senior management or HR, and so do not need any access to specially protected data.
For these users, Windows Active Directory integration can help to avoid double administration, thus making work
easier for the system administrator. This also enables automatic login to the PROXESS modules for the user.

All steps for the Windows Active Directory Integration in PROXESS are described here.
All steps for the Windows Active Directory Integration in PROXESS are described in the chapter “Windows Active

Directory Integration”.

Warning information

Authentication via Windows does not enable access to “secured” databases, meaning those with
activated high security and encryption. Only the correspondingly authorized users of the internal
PROXESS user administration can access these databases.

2. Users with PROXESS authentication

Members of this category can access high-security databases (e.g., employee database) if they have been granted the
necessary access rights in PROXESS. In practice, this will most likely be limited to a smaller circle of users (e.g., senior
management/HR department). These users are created and managed directly in PROXESS. When logging in to
PROXESS, the user selects the authentication option “PROXESS” and enters their PROXESS user name and password.

You can find all explanations about the internal PROXESS group and user management in the “User management”
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chapter.

Warning information

Avoid users with a “double identity” as Windows AD users and PROXESS users. Users should
generally log into all PROXESS modules with one and the same authentication to ensure that they
get a consistent basis for the data and access.

Also see:

Access rights—concept and overview
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Delete user

For security reasons, user accounts in PROXESS can only be blocked, not deleted.

In contrast to the permanent deletion of a user account, this keeps the user information visible in existing documents

after the users are blocked.
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Create users

Use this function only if you want to create users of the user category “PROXESS Authentication” (also see User administration tasks). To
create users in the “Windows Authentication” category, please follow the instructions in the chapter Windows Active Directory Integration.

The creation of users is supported by an assistant that enables you to create as many users as you like simultaneously and assign properties

to them.

First step: Create user dat

Connect to your PROXESS system via the PROXESS Administrator Console as a supervisor.

Select the directory “Users”.

Select the New User command in the action panel on the right, in the “Action” menu or using the context menu.
The user assistant opens (see below).

Enter the user data and confirm your entries with the Add command.

Now the created user appears in the right window area.

Use the context menu to access the dialog Advanced properties of the user.

This enables you to add more users.

User-assistant - *
Users
Mame Fullname Never expired Disabled
Usemame: |Roger | Sandra Sandra Red O O
o et | W W
Fullname: |RogerGreen | EL E
Password: | """" | '@'
Password .
validation: | |

Passwords are equal
[] Password never expired
[ Account disabled

Add (Right-click for more options)

Next Cancel

Fig.: Dialog field to create a new user account

Explanations of the user data:

Here you enter a nickname for the new user, e.g., a common short name in your company. The new user will

User name . .
use this name to log into PROXESS.

Here you enter the user’s full name. This can be the first and last name or a functional description. The full

Full name
name appears in the status bar after logging into PROXESS.
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Password/
password
confirmation

Password never

expires

Account is locked

Warning information

You have to assign a password to the new user.

The following password rules apply:

- The password field may not be empty.

- The password must have at least eight characters.

- The password may not be identical to the user name.

- The password must contain at least one number or a special character. All symbols aside from a—z, A-Z and
0-9 are considered special characters.

- The password must contain at least one lowercase and one uppercase letter.

A green symbol next to the password field indicates that all conditions have been met and the password is
valid.

If you activate this check box, the password for this user will remain valid indefinitely.

If the check box is not activated, the password will expire after a period of time.

After the first login, users will be requested to change their password within the next 14 days. If they do so, the
validity period configured in the “PROXESS Registry Setup” program will be valid for the new password (see
below).

Important: An “empty password” will also expire if this is activated in the system.

A user account can be blocked temporarily or permanently. This lets you comfortably carry out system
operations, for example.

Users can’t be deleted, since your user data may be linked to archived documents. For that reason, you can
block the accounts of employees who have left the company here.

You can remove the block on a user account at any time.

®

For security reasons, user accounts can only be blocked, not deleted.
In contrast to the permanent deletion of a user account, this keeps the user information visible in existing documents
after the users are blocked.

Tip

The validity period of user passwords can be limited in PROXESS. This system function must first be activated system-wide in the “PROXESS
Registry Setup” program. You can change the relevant settings in the option field Maximum password age under the menu item
Document Manager/User Registration. The option Password never expires is the default setting after the installation. Setting the option
Password expires after n days (n: maximum password age in days) activates the verification of the password process.

Tip

You are unable to see which password a user is currently using. You can reset current passwords if users have forgotten their password.
Users can also change passwords themselves in the PROXESS Standard Client and PROXESS Web Client.

You can assign users to one or more groups or perform a multiple assignment.

1. Individual assignment

Choose a user in the dialog box below. The currently selected user will always be displayed in the info field under “Currently selected user for

individual assignment”.

In the right column with the header “Not member of”, mark the desired group that you want to assign. You can also mark multiple groups
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at once and assign them simultaneously.

PROXESS 10 Release 2020 R1

Select the Assign command. Now the assigned group(s) is/are shown in the middle column “Member of”.

You can similarly remove individual users from one or more groups simultaneously.

2. Multiple assignment

Select multiple users simultaneously.

Use the right mouse button to access the multiple assignment.
The dialog box “Multiple assignment” will appear at the bottom.
Select the desired groups and conditions.

Confirm your selection with OK.

User-assistant

Users  Assign to group

Users

Member in:

Actual selected user for single assignment: Sandra

Not member in

(Right-click for more options)

Multiple assign
Tt o Pt i bt i
Name [ Name Desciiption i |

Roger ADMIN ADMINISTRATOREN

Sandra Management | Management O]
Marketing | Marketing [m]
Purchase Purchase O]
Sales Sales O]

B S

0K

You have the following options for the multiple assignment:

Check mark placed The selected users are added to this group.

[ Green or black box

The selected users are not added to this group. If they are already a member of this group, however,
they will not lose their group membership. l.e., the current status is retained.

O Empty check box The selected users are removed from the group.

If all users are assigned to the group, click the Next button.

A confirmation dialog appears. Confirm your settings here with the Create button to actually add the new users.
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User-assistant

Users  Assignto group Create

To save all your settings click on "Create”.

I you want to change settings, go back to the parts you want to change.

You can abort all changes if you click on "Abort™.

Assign users into groups:
Assign user "Sandra” to group "Al" QK!
User "Paul":Create user "Paul" QK!

Extended properties for user "Paul” set OK!

Assign users into groups:
Assign user "Paul” to group "All" OK!
User "Roger":Create user "Roger” QK!

Extended properties for user "Roger” set QK!

Assign users into groups:
Assign user "Roger" to group "All" QK!

FINISH!

Previous

You will receive a log and confirmation that all settings were saved successfully.

PROXESS Administrator Console EN
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Manage user properties
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Connect to your PROXESS system via the PROXESS Administrator Console.

Select the directory “Users” and choose the desired users. Double-click to open the Properties dialog. Alternatively,
select Properties in the action panel on the right, in the “Action” menu or by using the context menu.

The following dialog box appears:

User-assistant

Users

Usemame:

Fullname:

Password:

Password
wvalidation:

| Roger |

|Hoger Green |

| ........ | ,g,

Passwords are equal
[] Password never expired
[] Account disabled

Add

Fig.: General user properties of the user “Andrea Stern”.

General properties

MName Fullname Mever expired Disabled
Sandra Sandra Red O

O
sl W w |

(Right-click for more options)

Next Cancel

The general properties for a user include the short and full name, password expiration period and the
blocking/unblocking of the user account. You can change these properties if needed. For users in the user category
“Windows authentication”, however, the fields user name and full user name are deactivated. These properties can
only be changed via the Windows Active Directory. The changes applied there are automatically adopted into the

PROXESS user properties.

Warning information

®

Users can’t be deleted, only blocked. This ensures that user-specific logs in the system (e.g., for the
creation or processing of documents) won’t get lost. You can hide blocked users through a filter

function so that only active users are displayed.

Group membership of a user

Under the “Member of” tab, you can define the user’s group memberships. A user can be a member of one group,

several groups or none:
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Cl ies it
Common Member Of  Rights Advanced Properties
Member of:
Na... | Descri...
SLA Al Users
Select Groups X
MName Description
ﬂﬂDMIN ADMINISTRATOREN
2, Purchase Furchase
82, Sales Sales
%SUPEHVISOHS PROXESS Supervisoren-Gruppe
Cancel
Add... Remave
oK Cancel Apphy

User rights

All access and action rights of the user of the connected archive database are shown under the “Rights” tab. Of course
this presumes that you have previously connected to a database. The management of access rights is explained in the

chapter “Access rights”.
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Claudia Properties x

Commeon  Member Of Rights  Advanced Properties

Datebase:

Mame .« Access GrantDB

F GeneralDB

Documenttypes:
MName alC W E D G A

Barcode-Pool (010)

Production material removal (305)
Production wark order (300)
PUR blanket order (120)

PUR comespondence (145)
PUR credit note (140)

PUR delivery note (125)

PUR invaice (130)

PUR offer (105)

PUR order (110)

PUR order confirmation (115)
PUR guetation (105)

PUR request (100)

PUR retum delivery note (126)
Sales blankte order (220)
Sales eorf of amrival (P60

(] | [m] | ] | [m] | ] | [w] | ] | [o] | o] [w] | ][] | [u] [m]

o] | [m] | (w] | [m] | (o] | ] | (o] | ] [o] | (o] [m] (] [m] | [u] [m] o

o] | [m] | (w] | [m] | (o] | ] | (o] | ] [o] | (o] [m] (] [m] | [u] [m] o

o] | [m] | (w] | [m] | (o] | ] | (o] | ] [o] | (o] [m] (] [m] | [u] [m] o

EIEIIEIIEIEIEIIEIIEIIEIEIEIEIIEIIEIIEIEI

PIEIIEIIEIEIEIEIIEIIEIEIEIEIEIIEIIEIEI

| | i | Fid | e | B | e | o | e | | o | e || | e )

Tip

It has proven effective in practical experience to grant rights on a group level and assign users
according to the groups. If a user is a member of a group, the user will also get the corresponding

Wiy
D
fah

N rights. This is why the assignment of members to groups should be based on which rights a user
should get.

Advanced properties

All contact and address data of a user are managed in PROXESS under the “Advanced properties” tab. These values
can be used for the configuration of External thesauruses, for example.
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Claudia Properties

Common Member Of Rights Advanced Properties
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Person
First Name iniials  [in/a)
Last Name  |Gutmann |
Display Name  |Claudia |
Job Tite |inva) |
UserName  |Claudia |
Office [inva) |
Depatment | Management, Marketing |
s [ie |

Contact
Telephone  [004374613353-14 |
Mobile 0043 1752 123456792 |
Home Phone  |(nva) |
Fax [i2) |
E-Mail |outmann@letsbefast de |

Address
Street
City
ZIP Code
State

Courtry

|Ur|tere Hauptstralle 1- 50

[Rigtheim-Weiheim

|inva)

|inva)

Cancel

Apply

You can pre-allocate the properties of the respective user here. The properties entered in the AD user management

are automatically adopted here. Under Display name, enter the name that should be displayed when the user sends

e-mails. Under E-mail address, enter the user’s valid e-mail address. The associated SMTP settings are automatically

entered by the system.

Also see:

Access rights—concept and overview

Managing database rights

Managing document type rights

PROXESS Administrator Console EN
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Filter and display blocked or active users

You can filter all users with these properties to get an overview of your active and blocked users.

To do this, mark the “User” directory. Now select the command Filter in the action panel on the right, in the “Action”
menu or by using the context menu.

The following dialog appears:
Fig.: Filter users according to active/blocked

By default, all users in the user list are shown on the right. If you only want to see e.g., active users in the user list,
place the check mark for Active, as shown above.

With the Export list command in the context menu of the user node, you can export the displayed list as a TXT file.
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Create a group

Groups consolidate users who are intended to receive the same rights. This means you don’t have to assign rules
individually to every user. You can do this on a group basis instead. Whether you work with groups or individual users
depends on the number of PROXESS users at your company and on the specifications from the organizational analysis.
Fir : Cr r

Select the “Groups” directory and choose the command New group in the action panel on the right, in the “Action”

menu or using the context menu.

Enter a group name and description for your new group.

Confirm your entries with the Add command. Now the new group is displayed in the right area of the window.
You can remove a marked user from the list via the context menu.

This enables you to create multiple groups at once.

Group-assistant — *

Group

MName Description

Mame: |Management | Marketing | Marketing R
- emove —

Description: |Management |

Add (Right-click for more options)

Next Cancel

Fig.: Create groups

Second step: Add users to the group

You can assign groups to one or more users or perform a multiple assignment.

1. Individual assighment

Choose a group in the dialog box below. The currently selected group will always be displayed in the info field under
“Currently selected group for individual assignment”.

In the right column with the header “Not member of”, mark the desired users that you want to assign. You can also
mark multiple users at once and assign them simultaneously.
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Select the Assign command. Now the assigned user(s) is/are shown in the middle column “Member of”.

You can similarly remove users from a group.

2. Multiple assignment

Select multiple groups simultaneously.

Use the right mouse button to access the multiple assignment.

The dialog box “Multiple assignment” will appear at the bottom.

Select the desired users and conditions.

Confirm your selection with OK.

i
MName Group-assistant - x
52, ADMIN e
LAl Group sign to group
£2 Purchase Groups Actual selected group for single assignment: Marketing
&
3;!,, Sales Member: Not member:
£2, SUPERVISORS Usemame Usemame
Wanagement
o Claudia
Eva
. Assignment for selected groups <= Assign Mike
| Name Description Assignment PRXDOCU
Admin Administrator (m]
. Vera
Eva Ewa Frisch ] Remove ==
| Mike Mike Schmitt (=
| PR¥DOCU | PROXESS Documentation User li‘
|| vera era Oppen [m]

Fig.: Assigning users to one or multiple groups

You have the following assignment options:

Check mark

laced The selected users are added to these groups.
place

The selected users are not added to this group. If they are already a member of this
=] Green or black

b group, however, they will not lose their group membership. I.e., the current status is
[

retained.

O Empty check

b The selected users are removed from the group.
ox

Third step: Assign database rights

Here you can also grant access rights to the databases to individual groups (1) or perform a multiple assignment (2) as
above.
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Group Assignto goup Database rights

You can set the following states:

authonzed E"Z'.E_'."Z"'_'Z-Z D"Z

Here you can select the database pemission for groups. o

Group name

Description

Access  Grant

Database rights
Marketing Marketing

Management | I!-~=nement [B] Access (8] GrantDE

e QK Cancel

{Right-click for more options)

Previous l Next Cancel

Fig.: Assign database rights to one or multiple groups

Fourth step: Grant document type rights
In the final step, the document type rights are assigned to the newly created groups.

Here you also have the option to mark only a single document type and grant the rights on a group level.
If you mark multiple groups at once, you have the option to grant rights to the document type to all marked groups

simultaneously via the context menu.
Group-assistant

Group Assignto group Database rights Document type rights
You can set the following states:

kA authorized [W] not authorized [ forbidden

Select the documenttype, you want to

set permissions: Actual selected document type for group permission: PUR delivery note {125)
Document type f Group name

Barcode-Poal (010) Marketing

Production material remaval (305)

Production work order (300)

Management

Forbid all ights
FUR blanket order (120) >
Reset all rights
PUR comespondence (145)
PUR credit note (140) Set rights individually

PUR delivery note (125)

PUR invoice (130)
LB offer (10R) x

(Right-click for more options)

Prewvious Next Cancel

Fig.: Granting rights for a single document type
Please mark multiple document types for multiple assignments.

Then select the command Multiple assignment in the context menu.

PROXESS 10 Release 2020 R1
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This dialog box appears: Multiple assignment for document type rights.

In the right area of the window, now grant the rights that should apply to all document types at once.

MName

42, ADMIN
a0

SL Purchase
A2, Sales

42, SUPERVISORS

Group-assistant = X
Group Assignto group Database rights  Document type rights
‘You can set the following states:
[ authorized W] not authorized [ forbidden
Select the documenttype, you want to
set permissions: Actual selected document type for group permission:
D type - Group name & v E D G A
Barcode-Pool (010) Marketing o (@ [@ @ @ &
Production material removal (305) Management m m W @ & &
Production work order (300) |Multiple assign group rights | - O X
PUR blanket order (120)
PUR comespondence (145) *You can set the following states:
PUR credi note (140) | authorized naot authorized farbidden
PUR delivery nate {1
PUR invoice (130} Selected document types: Here you can set the documenttype permission for groups.
PUR offer (105) Name Active Group name G v E o NG A
PUR order (110) FUH deenynle (125) Mid MM
PUR order corfimation (115 PUR order {110} M % 0| 0 %
PUR quetation (105) PUR order confimation {115}

PLUR request (100)

PUR retum delivery note (126)

(Right-click for more options)

Fig.: Multiple assignment for document type rights

With the Create command, all of the applied settings are saved.
If you want to edit the settings, just switch to the respective tab.
The created groups can be discarded with the Cancel command.
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Group-assistant

Guoup Assignto group  Database s  Document typerights  Creste

To save all you setings cick on “Create”"

You can abort o changes f you cick on "Abar”.

"Sales ¥ OK! ~
Jocumenttype “Sales deivery note (230)" ights set. OK!
- i K
ocumertype g s o
L = b
Documertyps g se 6
et for “Sales offer (205)". a
Jocumeritype “Sales nﬁer{Z?5 rights set. OK‘nKi
3 ;
ki
Sals arder oK
Documenttype “Sales order corfimation (215)" ights set. OK!
“Sales pof 7 oKt
Jocumenttype S (250)" ights set. OK!
Documert type properties set for “Sales quotation (205)". OK!
Socumentype Q05 rohts set oK
*Sae 3 oK
Documertype "¢ (231)" rights set. K
“XProxess_Backup". OKI
Documenttype “XProxess_Backup” rights set. OK!
FitusH "

Previous Create o]
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Overview of functions for groups

Select the “Groups” directory in the user management and open the context menu:

¥ PROXESS Administratar Console - [m] x
EN File Action View Favorites Window Help - 8 X
=z 5E =
4 PROXESS Administrat -PRXDO(
he N LEanion MName Description Identity system || Groups -
~ [ ] User management x
= |sers &2 ADMIN ADMIMISTRATOREN Proxess Refresh
S £2 A All Users Proxess Croaté
Lo Refresh Purchase Proxess —
w [ Datab Create... Sales Proxess SO oW GO
| Da Register Windows group... RS PROXESS Supervisoren-Gruppe Proxess View L4
] De : Mew Window from Here
Fil View > )
5 Va New Window from Here = -ExportInt..
Tel [ Help
= 3 Export List... .
3 Fo
Help
< >« >
Refreshes the current selection.

Fig.: Overview of functions for group administration

New Group... Creates a new user group

Opens the Windows user management to adopt the existing Windows user

Register Windows group groups and their members in the PROXESS Administrator Console

Update Updates the current display

Contains commands to adopt the current window layout (e.g., to display

View
columns)

Opens a new window starting from this node. This command can help get a
Open new window here better overview of an extensive range of adjustments. If you work
simultaneously in several windows, the Update command is useful.

With the Export list command in the context menu of the middle area of the
Export list... window, you can export the displayed list as a TXT file. You can e.g., export a
list of all users, all logged-in users or a database list.

Help Opens online help
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Manage PROXESS group

No users can be added or deleted in groups in the “Windows Authentication” category here. These properties can only be changed via
the Windows Active Directory. The changes applied there are automatically adopted into the PROXESS group properties.

Connect to your PROXESS system via the PROXESS Administrator Console as a supervisor.
Select the “Groups” directory and choose the desired group. In the “Action” menu, choose the Properties command.

The following dialog box appears:

Fig.: Properties of the “Human Resources” group

The general properties for a group include the group name and description. You can change these properties at any time if needed. No new
group is created by changing the two entries. The fields “Group Name” and “Description” are deactivated for groups in the “Windows
Authentication” category. These properties can only be changed via the Windows Active Directory. The changes applied there are

automatically adopted into the PROXESS group properties.

You can define which users are members of this group under the “Members” tab. A user can be a member in no group or in multiple groups.

Fig.: List of group members

With the Add command, you can see a list of all users who aren’t a member in this group yet and can assign them according to the group.
If you mark one or more users simultaneously, you can use the Remove command to remove group members from the group.

Your changes only go into effect with the OK or Apply command.

All access and action rights of the user of the connected archive database are shown under the “Rights” tab. This presumes that you have
previously connected to a database. The management of access rights is explained in the chapter “Access rights”.

Tip
It has proven effective in practical experience to grant rights on a group level and assign users according to the groups. If a useris a
member of a group, the user will also get the corresponding rights. This is why the assignment of members to groups should be based on
which rights a user should get.

Also see:

Access rights—concept and overview
Managing database rights

Managing document type rights
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Change PROXESS password

Setting or changing passwords is only possible here for users of the “PROXESS” authentication category. User
properties such as the user name and password for “Windows Active Directory users” can only be processed through

the Windows Active Directory. Then these changes are automatically adopted in PROXESS.

Connect to your PROXESS system via the PROXESS Administrator Console as a supervisor or database area

administrator.
Select the directory “Users” and choose the desired users.

Choose the command Set password in the action panel on the right, in the “Action” menu or using the context menu.

The following dialog box appears:

Set Password for Vera x

_ﬁ;—?t MNew password: |unuoooouuuooouuuooooum| [}

Confirm password: |-t.ooooooooooo.ooooooo.ooooooi{l

Change Password Cancel

Fig.: Setting or changing the password for a PROXESS user

Here you can assign a new password.

The following rules apply to the assignment of a password:
- The password field may not be empty.

- The password must have at least eight characters.

- The password may not be identical to the user name.

- The password must contain at least one number or a special character. All symbols aside from a—z, A—Z and 0-9 are
considered special characters.

- The password must contain at least one lowercase and one uppercase letter.

A green symbol next to the password field indicates that all conditions have been met and the password is valid.

Tip
For security reasons each user, after logging in for the first time with a reset password, should
change this password into an individual one again. Users can change their passwords in the PROXESS
program.

Also see:

Managing users (password never expires)
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Dokumentation PROXESS Admin Console
PIN management of PROXESS supervisor smartcards

As a PROXESS supervisor, a user logs into PROXESS with a supervisor smartcard and PIN. The supervisor is authorized
to manage users and groups, grant and revoke access and management rights and activate PROXESS security options
such as field encryption.

The preset standard user and admin PIN of a supervisor smartcard is “1234”. Smartcards and PINs are managed via
the program Gemalto Classic Client Toolbox.

Warning information

For security reasons, PROXESS GmbH strongly recommends changing the two standard PINs into
individual PINs.
In order to prevent the uncontrolled or unauthorized activation of the security options in
PROXESS, we urgently recommend against sharing the smartcard with third parties.

Each PROXESS supervisor smartcard has an admin PIN and a user PIN. The user PIN is used by supervisors to log into
the PROXESS system with their smartcard. The admin PIN is used exclusively for the internal management of the
smartcard. Logging into the program Gemalto Classic Client Toolbox with the admin PIN makes it possible not only to
change the user PIN and admin PIN but also to unblock a user PIN that has been blocked due to multiple incorrect
entries. In that sense, the admin PIN of a smartcard can be compared to the PUK code of a cell phone SIM card.

Recommendation: To ensure that the smartcard can be unlocked at a later time, a smartcard administrator should be

responsible for changing admin PINs before issuing supervisor smartcards.

Changing the smartcard user PIN

Insert the smartcard in the smartcard reader and connect the smartcard reader to your computer.
Start the Gemalto/Classic Client Toolbox program and select PIN management in the “card administration” menu.
Mark the connected smartcard reader and select the Change PIN command.

Classic Client gemalto” ©
solbon a9
PIN Management &3 0
Card Administration '
n Gemalto GemPC Pinpad USB Smart Card Read 0
L PIN PIN Policy
PIN Management
[User z Must be at least 4 characters long i
Must be less than or equal to 8 characters long W
e Must contain only numeric characters v
Must not reuse last PIN code v
Mew PIN
,T Must not contain repeated pattern A
Confirm Mew PIN:
Force user to change PIN
Change PIN
Card Conterts
<= Previ
Diagnostic/Help Eaidais i
L , _/

Fig.: Dialog box to change a smartcard user PIN
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Select the User option for the PIN selection.

Now enter the current and new user PIN via the computer keyboard. In the course of entering the new PIN, the PIN
security guideline is checked. This means that your new PIN is reviewed to ensure that it follows the security
requirements regarding length, character contents and repeated characters. The result is indicated with red crosses or

green check marks. All criteria have to be met for a PIN to be changed.

The Change PIN command applies the change. You will get a confirmation that your change was completed
successfully.

Changing the smartcard admin PIN

Proceed as under “Changing the smartcard user PIN”, but select the Admin option in the “PIN” selection field.

Unblocking the smartcard user PIN

Proceed as under “Changing the smartcard user PIN”, but select the Unblock PIN command.

In contrast to the PIN change, only the User option is possible in the PIN field of the dialog box. In the Admin PIN field
here, enter the corresponding admin PIN of the inserted smartcard. Compliance with the PIN security guidelines is
reviewed here as well (see above). The Unblock PIN command applies the change. You will get a confirmation that
your change was completed successfully.

Warning information

A supervisor smartcard with an admin PIN that has been blocked due to multiple incorrect
entries can no longer be unblocked. It should be changed to the “Withdrawn” status in the
PROXESS Administrator Console and replaced with a new supervisor smartcard.
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Withdraw smartcard

If you want to permanently withdraw a supervisor’s supervisor privileges or if the card should be permanently blocked
(e.g., ifitis lost), select the option “Withdraw smartcard”.

The option “Black smartcard”, in contrast, is used when the supervisor privileges should be revoked only for a specific
time. You can block a user’s card as a precaution, for example, if the user is on vacation or handling other tasks at the
company for a certain time period (e.g., a stay abroad).

As supervisor, use your smartcard to connect with the registered PROXESS system.

Select the “Smartcards” folder and mark the desired user in the list. In the “Action” menu (alternatively via the user’s

context menu), select the function Withdraw.

The following dialog box appears:

Besitzer Status Ausstellungsdatum

SUPERVISOR  Aktiv 10,05.2010 16:22:39

0 Mt Ersatekarte...
Ohne Ersatzkarte..,
Historie anzeigen...

Hilfe
Fig.: Withdrawing the smartcard with/without replacement card for the user AME
The option “With replacement card” makes it possible to immediately assign a new, already prepared and created
smartcard to the user. The option “Without replacement card” doesn’t offer this option. In both cases a reason must

be entered for the smartcard history.

Warning information

To ensure that the user can log in again with their user name and password, the user may not be a
member of the “SUPERVISORS” group (see: Manage groups).
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Block smartcard

The smartcard is blocked when the supervisor privileges should be revoked only for a specific time. You can block a
user’s card as a precaution, for example, if the user is on vacation or handling other tasks at the company for a certain
time period (e.g., a stay abroad).

If you want to permanently withdraw a supervisor’s supervisor privileges or if the card should be permanently blocked
(e.g., if itis lost), select the option “Withdraw smartcard”.

As supervisor, use your smartcard to connect to the registered PROXESS system.
Select the “Smartcards” folder and mark the desired user in the list. In the “Action” menu (alternatively via the user’s

context menu), select the command Block/set block.

The following dialog box appears:

Besitzer Status Ausstellungsdatum

SUPERNWISCR. Bkkiv 10.05,2010 168:22:39
A 1111 14:501:47

Sperre setzen. ..

Einziehen 4

Histarie anzeigen. ..

HilFe:

Fig.: Blocking of smartcard for the user AME

Enter a reason for the block:

Smartcard sperren @

Beariindung:
EAusIandsaufenthaIt biz Ende 2010

l_ Sperren H.-’-‘«bbrechen

Fig.: Reason for blocking the smartcard of user AME

The entered reason appears in the history of the smartcard. To access this, select the “Smartcards” folder again and
mark the desired user in the list. In the “Action” menu (alternatively via the user’s context menu), select the command
Show history.

Smartcardhistorie

Besitzer: |

Senennummer: | B1bIfac

Fingerabdruck: i 3391 2525840 7678633ebdbOb4aa7Eal de 25568

16.06.2010 161226 SUPERVISOR Gespert  Auslandzaufenthalt biz 2070
16.06.2010 15:31:18 SUPERVISOR  Aktiv Benutzer wieder aus Uraub zuriick
16.08.2010 15:30:26 SUPERVISOR Gespert  Benutzer hat Urlaub

16.06.2010 14:50:47 SUPERVISOR  Aktiv wieder aus Urlaub zuriick,
16.06.2010 14:43:48 SUPERVISOR Gesperrt falzch vegeben

16.06.2010 14:40:29 SUPERVISOR  Akliv Init create.

Ausstelungsdatum | Ausgestellt . Status Begriindung
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Fig.: History of the smartcard of user AME
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Assign smartcard

The action “Assign smartcard” is not carried out for the first supervisor smartcard. The first supervisor smartcard is
already entered in the individual license file.

However, supervisor privileges aren’t limited to a single user. For corporate reasons (e.g., for substitution rules), it can
be expedient to grant supervisor privileges to two or even more people. You can also store a second supervisor
smartcard as a replacement card in a safe place (e.g., notary public, bank safe).

If a supervisor logs in with a smartcard and PIN, no user name has to be entered. By assigning the PROXESS supervisor
smartcard to a user, however, the user’s actions can still be verified. The assignment lets PROXESS monitor which
action the user is performing (e.g., the creation or deletion of documents, granting of access rights or the new
creation of a user).

Before you can assign a new PROXESS supervisor smartcard, this smartcard must have already been prepared and
created (also see “Prepare PROXESS supervisor smartcard” and “Create PROXESS supervisor smartcard”).

As supervisor, use your smartcard to connect to the registered PROXESS system.

Mark the “Smartcards” folder and select the command Assign smartcard in the “Actions” menu (alternatively: context
menu).

The following dialog box appears:

Smartcard zuweisen

1. Wahlen Sie ginen Benutzer aus.

M arne: Benutzervollhame

Admin Adminiztrator

G (G abi Maier
SUPERVISOR PROX<ESS System Supervisor

2. Stecken Sie eine neuen Smartcard in das Lesegerat.

ZLmeizen ] [ Abbrechen

Fig.: Dialog box “Assign smartcard”

Mark the user to whom you want to assign the smartcard and select the Assign command.
Now the user appears in the “Smartcards” list in the “Smartcards” folder.

Warning information

To ensure that the user can log into the system with the smartcard and PIN, the user must be a
member of the “SUPERVISORS” group (see: Manage groups).
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Create file type

Archived files are assigned to a file type in PROXESS. File types are identified by a name and an extension. For every
file type, programs can be specified that PROXESS users can use to view and process the archived files for this file
type. Typical examples of file types are scanning, Word files or COLD files.

Step by step:

Connect to the desired database.

Select the “File type” branch in the database.

Select the command New in the context menu.

The following dialog box opens:

File type-assistant - X
File types
Name Extension Universal Fulltext OCR-l OCR]
Name: [PDF File
(For example: pdf)
Universal file type
[] Fulktext
[] ©CR input
[] OCR output
Call method: Local registry b
Program call:
< >
Add (Right-click for more options)

Cancel

Fig.: Dialog box to create a new file type

Now select a name for the file type and the extension.

Explanations of the properties of a file type:
Here you can change the name of the file type. The change will also apply to files

Name that have already been archived in PROXESS.

This file extension generally corresponds to the usual file extension for the desired
Extension file-type application for processing the file.
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Universal file type

Enable full text indexing

For OCRinput

For OCR output

I this option is selected when the user creates a new file, the system will select
the appropriate program from the local registry on the basis of the file extension
and, i an entry is found there, the correct file extension will automatically be
added to the file. This option is very useful, for example, f different files are
selected and imported during an import from Windows Explorer.

This is where the file type for the full text search is activated and unlocked.
Requirement. (Also see: Properties of document types)

Here you activate the file type for the OCR function.

Here you can activate the file type for OCR text recognition. However, the
recognition process must be initiated manually in the PROXESS Client.

Example: You activate the “Scanning” file type for OCR input.

Here you can activate the file type for the output of recognized OCR text

Example:
You activate the “Text file” file type for the OCR output and thus the recognized
textis saved in exactly this file type.

Also see:

Link file type with application

PROXESS 10 Release 2020 R1
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Link file type with application

To ensure that PROXESS starts the right application for a selected file type for creating, viewing and printing files, you
link each file type with an application or program.

Double-click the file type to get to the properties window.

Select the “File type applications” tab here.

PDF Properties

General properties  Template file  Applications

Quick Setup

Set "Local Registry” everywhere I

Set "PROXESS Viewer' evenywhere

Remove all applications

Create View  Print

Description: |PDF

Invocation method: | Local windows registry -

Program call:
DDE call:

Service name:

With the Quick setup, you can apply the standard settings with a single click for “Create”, “View” and “Print” files.

You can select the following access methods for the three functions Create, View and Print:

Program call Here you can manually store the program call for the application (e.g.,
Winword) that should open for Create, View and Print.
If you have installed a program at your workplace that is linked with the file
name extension of this file type, the syntax for the program call is
automatically inserted from the system registration.

DDE This option applies to all DDE-capable programs, e.g., for Microsoft Word or
Excel.
If you have installed a program on your computer that is linked with the file
name extension of this file type, the syntax for the DDE call is automatically
inserted from the system registration.
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Local registry

PROXESS 10 Release 2020 R1

The Local registryOption is used to quickly and integrate

‘applications. It ensures that each client computer from the system

registration searches for a program associated with the file name extension
for this file type.

This method makes sense for computers with very different installations.
Another advantage: you don't need to detect the correct access method but
are using already available system information.

When you use the Local registryoption, you don’t have to fill in the input
fields

Tip

This is the correct setting for the universal file type.

For scanned documents, you only have to activate the Scanoption, since
PROXESS's own DLLs are used for the access. The input fields stay blank.

Activate the Diaclip option for the Diaclip PROXESS module. Additionally,

lenter one or more parameters in the field Program call. The correct syntax:
%1 T TIF XOffset=0

YOffset=0 FontWidth=144 FontHeight=240 LineHeight=240 Countlines=1

MaxLines=72

is automatically entered by the system so that you only have to add the

appropriate values. (Also see: Parameters for Diaclip)
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Properties of file types

File types are identified by a title and an extension. They are associated with programs which the user applies to view
and process the respective file type in PROXESS. Examples of file types are scanning or Word files or COLD files.

Double-click the file type to get to the respective properties window:

PDF Properties

General properties | Template file  Applications

Name: |PDF

Extension:

] Universal file type

Enable fultext indexing
[] OCR input

[] OCR output

Fig.: Properties of the “PDF” file type

Here you can change the name of the file type. The change will also apply to files
Name that have already been archived in PROXESS.

This file extension generally corresponds to the usual file extension for the desired
Extension file-type application for processing the file.

If this option is selected when the user creates a new file, the system will select
the appropriate program from the local registry on the basis of the file extension
X . and, if an entry is found there, the correct file extension will automatically be
Universal file type . ) L - )
added to the file. This option is very useful, for example, if different files are

selected and imported during an import from Windows Explorer.

This is where the file type for the full text search is activated and unlocked.
Enable full text indexing Requirement. (Also see: Properties of document types)

Activate OCR Here you activate the file type for the OCR function.

Here you can activate the file type for OCR text recognition. However, the
recognition process must be initiated manually in the PROXESS Client.

For OCR input
Example: You activate the “Scanning” file type for OCR input.
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Here you can activate the file type for the output of recognized OCR text.

Example:
For OCR output . . . .
You activate the “Text file” file type for the OCR output and thus the recognized

text is saved in exactly this file type.
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Universal file type

The universal file type makes it easier to import files e.g., from Windows Explorer.

If the universal file type is selected when importing a file with the PROXESS Windows Client, the corresponding

program is automatically read from the local registry on the basis of the file extension in Windows Explorer.
This avoids the need to enter and configure all possible file types separately.

For that reason, it is recommended to create a universal file type.

Step by step:

Connect to the desired database.

Mark the File types node in the branch Managing the database.

Now select the command New in the context menu.

The dialog “Create file type” appears:

File type-assistant - X
File types
Mame Extension Universal Fulltext QCR- QCR]
MName: |Universa| File Type
Extension: uni
{For example: pdf)
Universal file type
[ Fulttext
] OCR input
] COCR output
Call method: Local registry ™
Program call:
£ >
Add {Right-click for more options)

Cancel

Fig.: Dialog box to create a universal file type

In principle, you can use any name and any extension. We recommend the entries listed above.

Activate the property Universal file type.

Confirm your entries with the Create command.

PROXESS Administrator Console EN Page 94 of 144



Documentation PROXESS Admininstrator Console PROXESS 10 Release 2020 R1

General database properties

Mark the “Databases” branch in the console root of the PROXESS Adrinistrator Console.
Mark (right

mouse button’).

GenersDB Propertis
Common Rights | Securty Advanced

Name:

7, Descrpton: [General

Fi: General database ropertis of the “Personnel” database

Here you can change the description of the database.

The name of 't be changed, the underlying QL
database.

Also see
Database security (logging)
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Delete database
If you no longer need a database, e.g., a test database, you can delete it again. This is only possible if users

are no longer connected to this database. A warning appears that you must confirm to perform the actual
deletion.

Step by step:

Select the “Databases” branch in the left pane.

Mark the database that you want to delete in the database list.

In the “Action” menu (alternatively via the context menu), select the function “Clear”.

Observe and confirm the warning if you want to actually delete the database.

Warning information

A deleted database can’t be restored. All documents that are stored in this database will also be
deleted irreparably.
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Create new database
You need supervisor privileges for this function.

Select the database node and select the function Create new... in the action panel or via the context menu.

Create Database - O *

Mame: || |

Q?) Description: ‘ ‘

Now you can assign a name and description for the new database (for the new archive).

Name of the database that is also used in the SQL database. Enter a name with a
maximum of eight characters here. The first character must be a letter. You can’t use

Name
keywords that are reserved for internal purposes in the database. Once saved, the
name can no longer be changed.

Description Description or explanation of the database. This can be changed at any time.

Here you can connect with the Database Management System (DBMS) (see dialog
box below) to physically create the PROXESS database in the underlying SQL

Create in DBMS database system. If the PROXESS database manager and PROXESS Administrator
Console are installed on a computer, the SQL connection settings are already
adopted in the dialog.

You can only create the database in the PROXESS Administrator Console after the

Create
new database was created as an SQL database.

Cancel This lets you exit the dialog without saving the entries.
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Connection Froperties @

D ata source:
Microzoft SOL Server (OLE DEB) Change...
Server name:

ASHLEXFRESS - Refrezh

Log on to the server

@ Usze Windows suthentication

) Use SOL Server Authentication

Save my pazzword

Connect to a database

@ Select or enter a database narme:

() Attach a databaze file:

Browse...

Test Cannection ak. ]I Cancel |

Fig.: Connection dialog of the DBMS
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Update database signature

This is an internal administrative function that becomes necessary if changes were made to the PROXESS database
tables with SQL Tools due to maintenance activities (e.g., if a field was extended subsequently). This kind of
intervention requires an update of the database signature for the affected documents. This is the only way to ensure

that the documents can continue to be displayed for the user.

Warning information

Always perform these maintenance tasks in connection with your PROXESS service partner. If
the work is performed incorrectly, the relevant documents will no longer be displayed in the
system and database entries will be falsified.

Step-by-step instructions:

During maintenance work, use the SQL command to mark the “Datahash” column with any arbitrary entry (e.g.,
Update).

Connect to the registered “PROXESS Administrator” in the PROXESS Administrator Console with supervisor privileges.
Select the appropriate database.

In the “Action” menu, choose the command Update database signature (alternatively through the context menu of
the selected database).

The following dialog box opens:

Update database signature X

Specify the update marker to update the database signature.
Please note that this process may take a longer time.

Enter the marker entry used above (e.g., “Update”).

Select the Update command.

Also see:
Database signing

Security functions—concept and overview
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Managing database rights

In order for users to work in a sub-archive, i.e., a database, to retrieve information or add documents, they need
access rights to this database. After receiving a basic access right for a database, access rights to the document types

in this database are also necessary (see Managing document type rights).

Note

To manage database rights, you have to be logged in as a supervisor. As a database area administrator
or (system) administrator, you will only see the databases displayed that were already unlocked for you
by the supervisor. You can have all existing user and group rights displayed but can make no changes.

Mark the “Databases” branch in the console root of the PROXESS Administrator Console.
Mark the database to be managed and select the Properties command and Rights tab in the context menu (“right
mouse button”).

The following dialog box appears:

GeneralDB Properties

Commen Rights  Securty Advanced

Identity type Mame Access GrantDB
3 ADMIN
_3_, Admin (=] [m]
82, Al
2 Claudia [m] [m]
.a_:n Eva (m] [m]
3 Mike | O
2 PRXDOCU
8, Purchase
3_3_" Sales
2 SUPERVISOR o o
2, SUPERVISORS [m] [m]
3 Vera [m] [m]

Fig.: Database rights for the “Personnel” database

You can see the name of the selected database in the title bar. The table lists all existing users and groups.

These two database rights are differentiated:

Access Makes it possible to connect to a database. For successful access to archived documents,
an access right to document types is also needed.

Manage Makes it possible to grant or revoke access rights to other PROXESS users within this
database. When users get the administration right to a database, they become database
area administrators.
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There are three statuses when assigning rights:

Check mark placed Right granted
[=] Green check box Right not granted (= default setting). However, a user may have
(or grayed-out check box in the corresponding rights through group membership.

classic Windows design)

| Empty check box Right explicitly revoked (= forbid). “Forbidding” a right for an individual
user overrides the right that the user would have due to group
membership.

No right can be granted or revoked to the group of SUPERVISORS and the supervisors themselves. Supervisors per se
have access and administration rights to all databases.

Administrators automatically get an access right to the databases that they created in the PROXESS Administrator
program. This enables the administrators to perform the necessary management tasks, such as the creation of
document types and fields in this database. The access right to a database alone does not enable access to the
archived documents of this database. This requires additional access rights on a document type level and document
level. Furthermore, administrators don’t receive an administration right to the created databases, i.e., they are unable

to grant user rights.

By clicking a check box, you activate the different conditions. All selected changes only go into effect with the OK or

Apply command.

Also see:
Access rights—concept and overview

Database area administrator
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Create database field

You can define the search and index fields for an archive using the database fields. It is strongly recommended that

you define these fields in advance in an organizational meeting.

Step by step:

To create a new field, connect to the desired database and select the node Database fields under Database in the left
pane.

If you haven’t created any fields for a database yet, you will first see the two PROXESS core fields Doc Des and
DocsDocTypeName. The two fields DocDes (document name) and DocsDocTypeName (document type) are always
available automatically in every database. You can rename these two fields, but all other properties are fixed and
can’t be changed.

In the action panel on the right (alternatively via the context menu), select the command New.

The following dialog box appears:

Database fields

iy |SecondName MName Data type Field length Description Display name
Data type: String w~
Max. field length:  |255 =
Description: | SecondMame |
Display name: | SecondMame |

Visible

[ Mandatory

< >
Add (Right-click for more options)

Cancel

Fig.: Create a new database field “Last name”

Field name Here you assign a name for the new field. This name must meet the requirements of the
underlying SQL database.

If you use any characters that are not allowed in the SQL database, the entry turns red and
can’t be saved. You can’t use certain keywords that are reserved for internal database
purposes, for example. You can later add a descriptive field name for the user mask.

Data type This is where you select a data type. The selection of available data types depends on which
database or interface is being used. For Microsoft SQL Server, for example, you can use the
types STRING (alphanumeric characters), INTEGER (natural number), DATETIME (date and
time) and DOUBLE (floating point value). Once it has been set, the data type can no longer be
changed.

Field length If you have selected STRING as the data type, you also specify the maximum field length. This
can be between 1 and 255 characters. The user can’t enter more than the number of
characters defined here in this field. Like the data type, the field length can’t be changed later.
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Fixed length This option can only be selected for fields of the STRING type. Here you define a fixed field
length for the respective database entry. Unused characters are then filled with blanks if
necessary. The fixed length allows you to slightly optimize storage space in the database. For
current databases, however, this advantage is negligible, so that the manufacturer
recommends not enabling this option.

Encrypted Activate the checkbox to encrypt field contents of this properties field in the SQL database. The
activation is only possible if your supervisor has previously activated this database as a high-
security database in the PROXESS Administrator Console. As a member of the administrator
group, you can activate the field encryption even withggt supervisor privileges. (See note

below). Encrypted fields are marked with this symbol R,

Warning information

Encrypted fields lead to certain restrictions: For one, only exact equivalence

@ searches are possible (i.e., no more “% searches”), for another, the system
performance can deteriorate. This depends on the amount of data to be
encrypted and the hardware you use.

Create With this you create a new field with the entered data. Once saved, these properties can no
longer be changed. However, you can configure the properties that are visible for the user.

Tip
In PROXESS, certain core fieldsare generated automatically and shown in the document mask. These
include the user who created the document, the date of creation and the date of the last edit of the
document. These fields are displayed in the PROXESS Client in the document mask in the Core fields tab.
The document’s archiving period is also automatically displayed there.

Also see:

PROXESS Metadata Exchange



Documentation PROXESS Admininstrator Console PROXESS 10 Release 2020 R1

Database field properties
Connect to the desired database. Select the Database fields node in the left pane. In the middle pane, you can see a
list of the existing database fields.

Select the desired field and choose Properties in the action panel on the right (alternatively via the context menu).

The following dialog opens:

Company Properties X

General properties  Assign validation rule

‘q Mame in database: Company Iz Indexed:
Validation rule: Visible:
Display Name: | SulsEl | Mandatony: O

Description: |Cc.m|:an5.I | Encrypted:

Datatype  String

Max. field length /U

Fig.: Properties of the “Branch” database field

General settings

: . The field name in the database was assigned when the field was created (see:
Field name in database .
Create database field). It can’t be changed afterwards.

Validation rule Here you can see whether a validation rule is linked to the field.
Display name Name of the field in the search and index mask.
Field description Additional information for the user in the status bar.

This checkbox informs you whether a particular field is indexed in the database
—to speed up the search—or not. The fields Document titleand Document
typeare already indexed automatically.

Indexed You can create an index when you configure dynamic sorting criteria. If you
want to index a field for another reason, you can do this directly in the
database. You can find detailed information on indexing in the documentation
on your SQL database.

Visible If this option is activated, this field is visible to the user in the default mask.

Select the checkbox to define a field as mandatory. Then the users can’t save
their entries in the application until they have filled in the mandatory field.

Mandatory field Mandatory fields should only be created for particularly important data, such
as invoice number, which are indispensable for processing and searching for
documents.

The activation of this option is only possible if your supervisor has previously
Encrypted activated this database as a high-security database. You can activate the field
encryption as a member of the administrator group.
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Delete database field

The organizational analysis should ensure that only the required database fields with the desired properties are
created. If a field was created by mistake or has an incorrect name in the database, an incorrect data type or an

incorrect length, you can also delete it again if necessary.
Step by step:

Connect to the desired database.

Select the “Database Fields” command.

Now all database fields are displayed in the middle pane.
Select the field to be deleted.

Select the command Clear in the context menu.

Warning information

Since deleting the field means that any data that may already be saved will also be deleted, a
security prompt appears, which you must confirm in order to actually delete.
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Create document type

PROXESS groups similar documents together in the form of document types. Some examples of this are: incoming
invoice, outgoing invoice, delivery note, order confirmation, letter, contract, order, etc. A document type defines a
series of properties, such as access rights, retention periods/media and the respective indexing mask. You should have
analyzed the definition of your company-related document types in advance in an organizational analysis. Many
document types will be derived from your company’s integrated ERP and accounting systems.

Step by step

Connect to the desired database.

Select the document type node.

In the context menu (or the action panel on the right), select the command New.

The following dialog box appears:

Document type-assistant - X
Document types
Hame Pool OCR Futed DH  SM Lifetime
Name: |
[] As document type pool
[] 0CRprocessing
[ Fultext
[ Documert: history (DH)
Storage medium (SM): | WORM >
Lifetime in days: EE

Endless

o (Right lick for more options)

Cancel

Fig.: Create a new document type

Now assign a name to the document type. In an organizational analysis, you should have determined in advance
which document types you create and with which properties.

Decide whether the document type should be a clipboard and whether it can be researched with a full-text search.

You can find explanations of the properties in the next chapter under: Properties of document types
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Managing document type rights

Document types are the organizational backbone of a PROXESS archive database. Each archived document must be

assigned to a document type. Document types are created and configured in the “PROXESS Administrator” program.

Requirements for the rights assignment:
For a user in PROXESS to see documents of a certain document type and work with them, it is necessary for this user
to have an access right for this document type.

Groups and users don’t get automatic access rights to newly created document types by the
system. This is why an initial assignment of rights by the supervisor is mandatory to enable users
and groups to work with the document type.

To manage document type rights, mark the entry for your PROXESS system in the console root and select the action
Connect. Log in as supervisor with smartcard and PIN.

Double-click the branch to view all databases of the connected PROXESS system.

Connect to the desired database by marking the desired database and selecting the Connect command in the
“Actions” menu.

Tip

The currently active, connected database is displayed in brackets in the left pane in the databases
branch for your information.

n:_.—: ESS Administrato
N File Action View Favorites Window Help
e 2@ = HE

X EBOXESSAdmlnlstrator(QA-PRXDO( MName Type Quick sea.. OCR File encryption
| User management

v [7] Databases (GeneralDE) = Barcode-Pool (010) z Activated Deactivated Deactivated
“ Database fields = Production material removal (303) oT Activated Deactivated Deactivated

: Document types = Production work order (300) DoT Activated Deactivated Deactivated

| Filetypes = PUR blanket order (120) oT Activated Deactivated Deactivated

~| Validation Rules = PUR correspondence (145) DT Activated Deactivated Deactivated

| Template files = PUR credit note (140) oT Activated Deactivated Deactivated

~| Folders and Registers = PUR delivery note (125) oT Activated Deactivated Deactivated

= PUR invoice (130) DT Activated Deactivated Deactivated

= PUR offer (103) oT Activated Deactivated Deactivated

= PUR order (110) DT Activated Deactivated Deactivated

= PUR order cenfirmation (115) DT Activated Deactivated Deactivated

= PUR quotation (103) DT Activated Deactivated Deactivated

= PUR request (100) DT Activated Deactivated Deactivated

Fig.: Connected to the “Dynamics” database

The document types and existing document type rights available in this database are “loaded” only after a database
has been successfully connected and can now be managed.

First option: Grant document type rights via the document type
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Select the “Document types” node.

Double-clicking the desired document type opens the following dialog:

PUR order confirmation (113) Properties =

Common Rights

Admin
Al
Claudia

Eva

Mike:
FRXDOCU
Purchase

Sales
SUPERVISOR
SUPERVISORS

(] | (=] | [w] | (]| (o] | (<] | o] | [s] | (] | (] | ]
(] | (=] | [w] | (]| (o] | (5] | o] | [o] | (o] | (] | ]

(] | o] | (o] | ]| [om] | [<] | (o] | (]| o | o] |

(] | (] | [o] | (1| (] | 5] | o] o] | o] | ] | o]

(] | (=] | [w] | (]| (o] | (<] | o] | [s] | (] | (] | ]

(] | (=] | [w] | (]| (o] | (<] | o] | [s] | (] | (] | ]

Vera

o ][ o | [

Fig.: Overview of all rights for the doc type “Credit-Deb”

There are six different action rights on the document type level:

Create (E) If the checkbox is activated, the user gets the right to create new
documents of this type.

View (A) If the checkbox is activated, the user/the group has the right to view
documents of this type. This is the prerequisite for determining whether
documents of this type can be retrieved in a search and displayed in the
list of results.

Process (B) If the checkbox is activated, users have the right to process documents of
this type. They can thus change properties fields as well as all files for this
document.

Delete (L) If the checkbox is activated, the user has the right to delete documents of

this type. Deletion is only a corrective measure and should not be the rule
for archiving. The right to delete should therefore be used very sparingly.
Important note: PROXESS users are not able to restore deleted
documents.
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Grant document rights (2) If the checkbox is activated, users have the right to themselves grant
rights for individual documents of this type. This is advantageous for
editing processes that pass through the hands of multiple users. A
department manager who e.g., wants to grant a case worker insight into a
confidential memo can do this without generally having to authorize this
user for the document type memo. Or the other way around: If the
confidential document should only be accessible to a very small group of
people, the grant user can deny other people authorized for this
document type access to this particular document.

This means that users with this right can expand or limit the rights
structure you create so that an overview of the effectively applicable
rights to a document is only possible in the document window of
PROXESS.

Grant document type rights (V) If the checkbox is activated, the user is allowed to grant the action rights
New, View, etc., to other users for this document type. Only supervisors
and database area administrators can grant this right. This option makes
sense if the company has only set up a database archive and thus can’t
perform a legal differentiation on the database level. This is generally the

case for smaller PROXESS systems.

The action rights build on each other. You can e.g., assign only the right to view to users. If you want to assign the
right to delete, this requires the right to view and must also be assigned.

Rights statuses:

Check mark placed Right is granted
(H] Green check box Right not granted (= default setting). However, a user may have
(or grayed-out check box in the corresponding rights through group membership.

classic Windows design)

Ll Empty check box Right explicitly revoked (= forbid). “Forbidding” a right for an individual
user overrides the right that the user would have due to group
membership.

Click the check box to change the respective rights status.

Second option: Change document type rights via the group/the users:
Select the “User management” node.

Mark the Groups branch. (Alternatively you can also grant the rights on a user level. In this case, mark the User
branch.)

In the middle pane, select the desired group whose rights you want to manage and select the Properties command in
the “Actions” menu. Select the Rights tab.
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All Properties X |
Common  Members Rights

Datebase:

Name + Access Grant DB

Documenttypes

Froduction material removal (305)
Production work order (300)
PUR blanket order (120)

FUR comespondence (145)
PUR oredit nots (140)

PUR delivery note (125)

PUR invaice (130)

FUR offer (105)

FUR order (110)

PUR order corfimation (115)
PUR quetation (105)

PUR request (100)

FUR retum delivery note (126)
Sales blankte order (220)

al: nf _of amival (PEM

]| [ | (| (| (] | ]| ]| | (| (| (s (o] (]| o] o] ]

JNCHCHOHOROHOHSHONORORORCHONCY O

JNCHCHOHOROHOHSHONORORORCHONCY O

JNCHCHOHOROHOHSHONORORORCHONCY O

aCHCHOHORORCHSHONORORCHCHONOY O

]| =] | (] | (o] | (o] ]| ]| (]| ] | (]| ]| ] | (]| (] | (] ]

| | | | I | | | | | | | o o |

Loy

Fig.: Dialog box to manage rights for the group “Human resources” in the “Personnel” database

Now proceed as described under the “First option: Grant document type rights via the document type”.

Tip
If you want to grant the same rights for multiple document types/multiple users or groups, you can
:‘f r.. simplify your work. Mark the respective document types or groups or users and select the command
. o - Grant multiple rights in the context menu. Grant the desired rights as usual and confirm your
entries with Apply.
: Set multiple rights X |
[®] Create ] View
[m] Edit [ Delete
[] Grant [] Administrate
[ fepy ]| cancel

Fig.: Simultaneous processing of the rights for multiple document types/multiple users or groups

Also see:
Access rights—concept and overview

Connect database
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Properties of document types

PROXESS groups similar documents together in the form of document types. Some examples of this are: incoming
invoice, outgoing invoice, delivery note, order confirmation, letter, contract, order, etc. A document type defines a
series of properties, such as access rights, retention periods/media and the respective indexing mask. You should have
analyzed the definition of your company-related document types in advance in an organizational analysis. Many

document types will be derived from your company’s integrated ERP and accounting systems.

Step by step:

Select your desired database and desired document type. Double-click to open the properties window of the

document type.

PUR delivery note (125) Properties *

Common  Rights

Name: [PUR delivery note (125)
1 Pool
Quick search
] ocr
[ File encryption
[ Document history

Storage medium: | WORM ~

Lifetime in days: =
Unlimited

Cancel Aoply

Fig.: Determine properties of a document type (here: delivery note cred.)

Name Here you enter the name/description of the document type.
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The document type can be created here as a clipboard. Clipboards are modifiable
document types. Documents in clipboards usually require further editing and will be
assigned to a final document type later.

Example:

An example of a clipboard is the barcode pool or a general scan pool. During bar code
scanning with the PROXESS Scan Link, the scanned documents are first archived with the
recognized bar code in the document type “barcode pool”. After the final indexing, e.g.,
via the ERP data, they are assigned to their final document type (e.g., delivery note).

Warning information
Clipboard

You create a clipboard just like a normal document type. This means that
in the standard setting, all index fields are displayed in the indexing mask.

@ If users enter information into these fields in the clipboard, this
information may later be invisible when the document type is changed. To
avoid such processing errors, it is best to reduce the visible fields in
clipboards to the absolute minimum. For scanned incoming e-mail, for
example, the barcode number is usually sufficient.

This activates the full text search for the document type.
le.,
Full text 1.) Index field entries are retrievable via the full-text search.
2.) File contents saved with this document type can now be activated for the full-text
search. To ensure that the file contents are retrievable, each file type must additionally

be activated for the full-text search.

The document type is released in PROXESS User for OCR processing.
OCR You can then process all files with this document type using the integrated text
recognition function. For processing large volumes of documents, PROXESS offers

interfaces to other OCR and ICR software.

Here you can activate document types for encryption.
Files that are archived with this document type are encrypted by the system. You can
' X activate document types for file encryption only in high-security databases. Activation as
File encryption . . . . ] .
a high-security database is performed in advance via the PROXESS Administrator Console
with supervisor privileges. For users in the system, an encrypted document type

behaves in the same way as a normal document type.

Here you can activate the document history.

All of the changes to the properties fields (index fields) of a document are logged in the

document history in the form of a “history file”. In order to view the document history,

the user must have the “Process” right for this document type. The document history
Document history supplements the “Versioning” function, where changes to the archived files are listed. If

the option is activated later, all changes from the time of activation are logged.

Default setting for clipboards: deactivated
Default setting for document types: activated
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Documents can be archived on various media (e.g., hard drive, WORM, DVD). The media
selection will depend not only on the available hardware, but also on the necessary
archiving period for the documents.

Documents with the same lifespan and storage medium will be written to a shared

volume. (See the documentation on the Storage Manager Explorer on this topic.)

Tip

The default settings for storage media are linked to the document type.

However, since documents sometimes consist of different files, it can be
Storage medium expedient to define deviation values depending on the file type. This lets

you control, for example, that note files for the actual document are

stored on a shorter-lived medium.

For many document types there are legal regulations as to how long these documents
must be archived. There are company-specific regulations for other document types.
Here you can define the lifespan and thus the archiving period of a document type.

Documents with the same lifespan and storage medium will be stored together
organizationally and written to a shared volume. (See the documentation on the Storage
Lifespan in days Manager Explorer on this topic.)
Incidentally, documents with expired lifespans are not deleted automatically but can
be regularly queried by the administrator via the PROXESS Windows Client/Sorting
Criteria and marked there for permanent deletion.

Also see:
Managin men righ
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Set up document type mask

A wide range of document types are archived within a database. The requirements for the indexing can be very
different. Index fields such as document number and supplier address are useful for an incoming invoice, for example,
whereas fields such as sender, subject and recipient are of use for an e-mail. In the document type “barcode pool”,

only the bar code field is usually required.

To meet these different requirements, you can define the indexing and search masks for each document type. Here
the starting point is always the default mask, which you should have defined in advance as the basis (see: Set up
default mask).

Tip
Perform an organizational analysis for your company in advance and define which document types
and which index fields you need for each document type. Your PROXESS project partner will assist
you with this.

Step by step:

Mark the desired document type and select the Edit field mask function in the context menu.

The field mask editor opens:

Field mask editor - O *

B PUR delivery note
(125)
Doctype fields

Name e
Typ (=]

Field Validation rule Search fiter

BB~ Pagal 4 p

Barcode: Document d:l
PUR delivel

LIOLINENL T Subject: l:l
Page: 2 W F:Llntency_: l:l

~ FEEE EEE EE E E E E

QK Cancel Apply

Fig.: Field mask editor for the “e-mails” document type
All the fields in the list are initially grayed out. Grayed out fields are default fields and have default properties.
Now mark the fields that you want to convert into document type fields and select the Document type field button.

These fields will now be displayed in black and can be edited. This means that you can change the display name, the
stored validation rule and the position on the mask. You can also hide the field or define it as a mandatory field.
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Set up default mask

You can use the Field mask editor to determine the position and size of the index fields in the search and indexing
mask for Windows users. In the first step, a default mask is defined for the entire database or the entire archive.
Later, you can set up masks that deviate from this for specific document types (see: Set up document type mask).

Tip

Before you set up the default mask, make sure that all required fields have already been created

(see: Create database field).

To access the field mask editor for the default mask, mark the desired database and use the context menu to select
the command Edit field mask (alternatively via the action panel on the right).

Field mask editor - O x
] GeneralDB
Defaultfields

Name e

Ty (]

Field Validation rule Search fiter ™

[&1Page: 1

El PUR delivery note: Mo

[A] Barcode: Mo

El Document date: No e

[A] Document no: Mo & BB~ Pags1 4 »

[A] Subject: Mo

TICTO T oG

[A] Total amourt: Nao Lovuinent i Figld: Documert no | Sublect: - | Field: Subject

[B] PUR request no: o Salesperson{ Figlg: Salesperson Total amounf Field: Total amourt
[A] PUR order no: No i e MEEE RN

[£] E-Mail: No PUR request Field: PUR reque PUR order nl Field: PUR order no

Barcode: [ Field: Barcode Document df Field: Document ...
[2] Salesperson: No PUR delive

] Facno- o EWail " TFeld: E-Mail Faxno”  TReld: Faxno
ElCurrenc:.': Mo C L fekdsbasiasbiat

[alPage: 2 v iumency: | Figld: Currency

i >

QK Cancel Apply

Fig.: Field mask editor for the default mask of the TestDB database

In the left pane, you can see the list of the existing fields and their allocation to the page tabs in the mask. The
sequence of the fields in the list also determines their tab position for the user.

In the top right pane, you can find several field properties:

Document type
field/default This option is deactivated for the default mask.
field

Name in the Name of the field in the underlying SQL database. This name corresponds to the field name

database that you assigned when you created the field and can no longer be changed later.
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Shows the assigned validation rule for the field. Here you can assign or remove a validation
rule to the field (also see: Assign validation rule to a database field)

Validation rule

. Field name displayed in the search mask. This was assigned during the creation of the field
Display name .
and can be changed any time.

Description A short description of the field displayed in the status bar in the Windows Client.

Visibl Fields can be hidden for a better overview. This makes sense, for example, if certain fields
isible
are only used for a single document type.

Mandatory Here you can make the field a “mandatory” field for indexing.

The fields are displayed with position and size on the mask in the bottom right pane.

The currently marked field and its coordinates on the mask are shown at the bottom of the dialog.

Change the page position and tab position:
Mark the field in the list and drag and drop it to the desired area. You can mark multiple fields at once.

Set up a new page and position fields on this page
You can create a new page with the context menu in the field list. You can either drag and drop the fields onto this
page or place them on the page via the context menu.

Move fields to another page

1. Mark the field and select the Move to... command in the context menu.

2. Mark the field in the selection list on the left and drag and drop it within the selection list

3. Mark the field in the selection list on the left and drag and drop it onto the tab of the new page

Creating a mask with the auto-layout function
All created fields are in the list on the left. On the mask, these fields are all superimposed first. You should thus use
the auto-layout function for the initial template structure:

’EEY| Page:1 4 P
Apply Auto-Layout to all pages

Barc
PUR Apply Auto-Layout to current page

LIac

Apply Auto-Layout to selected fields

Select Apply auto-layout to all pages.

Now the fields are arranged expediently in succession on the mask:
H BEE~ | Page1 4 »

PUR delive Barcode: | Field: Barcode
Documert d Document n{ Fild: Document no
Subject: Salesperson
Total amou PUR reques .
PUR order n E-Mail: Field: E-Mail

Fax no: Cumency: | Field: Cumency

Individual pages or individual fields or groups of fields can also be positioned with the Auto-layout function on the
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mask. This makes sense if you process existing masks at a later time. You can find the Auto-layout function in the

context menu of the page or the fields. In the positioning, you can either let the system act completely autonomously

or firmly define the number of columns and rows. A maximum of 21 fields can be displayed on one page (three

columns with seven fields each).

Field Validation rule Search fiter ™
IEI PUR d Page: 1 Mo
[£] Barcog Maove to... Na
Bl Docum 44 page.. o FEE [Pgel 4 b
[A] Docum Mo nlm I
; Delete page...
ElSub]ec pag No DHD delivery Field: PUR delive...
=] Salespl Auto-Layout 2 | Auto Detect R
3 Cimld, Ty
- ent ..
[8] Total ameurt: | el d 3¢5
@PUR request no: T
@PUF{ order no: No 2x6
[B] E-wai: No s 2x7 nourt |
El Fax no: Mo PUR
3x5 der no
(8] Cumency: Me E
[&lPage: 2 v i ix6 :I
< > 3x7

Fig.: Individually defining the auto-layout for page 1

Positioning individual/multiple fields via drag and drop:

Mark the field or the desired fields and drag and drop it to the desired position. Blue guides and a grid will help you in

this process. You can change this grid in the Editor settings # . The position of each field is also displayed numerically

at the bottom of the screen.

Editor settings

Snapping behaviour
() Dont snap

(@ Snap to obiects
() Snap to fixed raster

-
-

Geid size: |4

Don't snap

Snap to objects

Snap to fixed grid

Interval

Show background grid

Bachkground-Grid

Show helper grid
Grd size: |4 |2

OK Cancel

The position for fields and field descriptions can be selected freely without help
from the grid

When moving fields and labels with the mouse, the fields are automatically
snapped to useful positions, which makes it possible, for example, for all fields
to be placed exactly vertically below each other

When moving with drag and drop, the fields snap in at certain pixel intervals.
Orientation to other objects on the page is disabled.

Definition of the fixed grid pattern.

A background grid is displayed for the setup. This will no longer appear on the
search and index mask later.
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Interval Here you can determine the size of the background grid.
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Key controls for

customizing the field mask
Using the cursor keys, it is possible to position the fields exactly on the page.
To do this, select one or more fields.

The following combinations are supported in connection with the cursor keys:

Cursor key only IThe selected elements are moved in the desired direction by one size unit (approx.
1.5 pixels).
Ctrl + IThe selected elements are moved in the desired direction by two size units.

cursor keys

Alt + IThe selected elements are moved in the desired direction by four size units.

cursor keys

Shift + IThe size of the selected elements is increased or decreased by moving the right or lower
cursor keys ledge of the elements. The size is changed by one size unit.
Shift + Ctrl + IThe size of the selected elements is changed by two size units.

cursor keys

Shift + Alt + IThe size of the selected elements is changed by four size units.

cursor keys
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What are search criteria?

Search criteria provide the user with an additional search method in PROXESS. This method is prepared here. The
purpose of this search method is to provide the user with something familiar, a kind of hierarchical filing structure
similar to index cards.

You have two options for this:

Static search criterion
You define the desired search criterion manually and store anSQL queryto the relational database.

Dynamic search criterion
Here you simply state the field that should be evaluated. The search branch will automatically construct itself

depending on the archived documents.

The user can also apply Advanced Search to combine multiple search criteria in one query.
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Examples of search criteria

Notes about the SQL condition

The SQL condition is the core of a search criterion. If the PROXESS user starts a search for sorting and search criteria,
the search criteria control the database query.

The search condition is part of an SQL Where clause. This can have a maximum of 255 characters. The SQL syntax
depends on which database server you are using (e.g., MSQL or Oracle). The basic form of a search condition is
always:

[field name] = [value].

In the SQL condition, you can not only use the fields that you have created yourself but also the automatically created
core fields Document category, Document name as well as Creation and change date, Creation author and Change
author. You can find the names of these database fields in the docs table of the database.

Examples for SQL search conditions

1. Search for a specific document type

SQL search condition: DocsDocTypeName = “[Document type name]”
You can apply this condition independently of the system configuration.

2. Search for the creation date

SQL search condition: DATEPART (year, dateofcreate)
The argument that specifies the desired part is in parentheses. You can also use a link as an SQL condition.

3. Search for creation date (time period):
SQL search condition: createdate between '03.11.1997 20:00' and '03.12.1997 16:00'

4. Search for the author of a document

Determine the corresponding user ID through ISQL/w with the following query in the main PROXESS database: select
userid*10000,shortname from users

Divide the result by 10000 (e.g., 2,000.00/10000)

Enter SQL search condition, e.g., creator = $0.0002

5. Search for double barcodes
SQL search condition: Barcode IN ( SELECT barcode FROM docs GROUP BY barcode

HAVING COUNT(barcode) > 1)

6. Search for empty documents:

SQL search condition: docid not in (select docid from files)

7. Search for all cross-reference documents:
SQL search condition: docid in (select sourcedoc from seealso)

8. Search for empty documents that aren’t cross-reference documents:
SQL search condition: docid not in (select docid from files) and docid not in (select sourcedoc from seealso)

9. Search for documents created in the last 30 days:
SQL search condition: datepart (dy,createdate) > (datepart(dy,getdate()) - 30)

Tip
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All search criteria for a sorting criterion are connected with OR and the result with AND.
Formal: (A or Bor C or...N) and (AA or BB or CC or...NN) and ...

The system won’t check whether a search condition has correct and meaningful syntax. If you aren’t
certain, test the search criterion in PROXESS.
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Dynamic search criterion

With a dynamic search criterion, you simply specify the field that should be evaluated. The search branch will
automatically construct itself for the user depending on the existing documents in the archive.

Step by step:

Connect to the desired database and select the branch Search criteria under Database.
Select the command New dynamic criterion in the context menu.

This dialog box appears:

General properties | Group visibility Dynamic corfiguration

B Name: |DynSearch_Custsupno
-

Description: |

Fig.: Creating a dynamic search criterion

Enter a name and (optionally) a description for the new search criterion.

Select whether an index should be placed on the field to speed up the search. If there are many records in the
database with many different entries in this field, an index improves the performance. On the other hand, if there are
only a few possible entries in a field, e.g., five country codes per 100,000 records, an index tends to slow down the
performance. Too many indexes in a database also reduce the performance

Select the Create command.

Now the new dynamic search criterion appears in the list.

For the configuration and to assign rights to the search criterion, open the search criterion by double-clicking.

Group visibility

Select the Group visibility tab and add the user groups that should get access to the dynamic search criterion via the
PROXESS Client. After creating a search and sorting criterion, this is not initially released to any user group. The
assignment of rights is only possible on the level of the PROXESS user groups and not for individual users.

Dynamic configuration

In the Dynamic configuration tab, you have the following options for settings.
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Hierarchy levels of the In text fields, you can decide whether the search criteria should be formed fully
display dynamically or whether you want to specify the classification and number of levels.
If the counter for the hierarchy levels is set to 0, this means that the levels and level
descriptions are derived from the actual document archive. This is generally the most
useful setting, since it results in the clearest presentation.

Sample application:

For a postal code field, for example, this configuration results in a selection of search
criteria from all actually existing postal codes. If you would like to divide this list into
postal code groups (0s, 1s, 2s, 3s, 4s, etc.) for the sake of clarity, set the desired number
of levels here (in this example 1).

The system allows up to 50 levels. However, such deep nesting is rarely necessary in

practical use.

Tab names When you define the hierarchy levels, you can also determine the tab titles. You can
enter the characters or character strings into the field, in succession in the desired
sequence without separators. Since such tab titles are often structured the same way as
in index card systems, you can use the checkboxes to fill them in quickly. Duplicate tab
titles are not possible; the system checks the list and reports any multiple entries. With
little effort, you can thus create a very differentiated selection of search criteria.

Digits If you want to use digits from 0-9 as tab titles, select this check box. If there are two
hierarchy levels, e.g., it becomes tab 0 with sub-tabs 00 through 09, then tab 1 with sub-
tabs 10 through 19, and so on, up to tab 9 with sub-tabs 90 through 99.

All upper-case letters For an alphabetical tab order of the search criteria, you can differentiate between
upper- and lower-case letters. However, this differentiation is only important if you are
All lower-case letters using an Oracle database.
For MS SQL Server it is sufficient to select the checkbox All upper-case letters. Lower-
case letters are automatically sorted here, if lower-case letters are available in the
database.

German special characters |If an alphabetical order should contain umlauts and “B”, select this checkbox. In
combination with upper-case letters, upper-case special characters are sorted, in
combination with lower-case letters, lower-case special characters are sorted.

Other special characters  |A selection of additional special characters is stored, e.g., paragraph marks. You can add
further special characters, e.g., Danish letters, with the ASCII code. You can find the
ASCII code in the Windows table of symbols.
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Static sorting and search criterion

With a static search criterion, users define the desired search criterion manually and store anSQL queryto the
relational database.

Step by step:

Connect to the desired database and select the branch Search criteria under Database.
Select the command New static criterion in the context menu.

This dialog box appears:

MName: |Admini5trative Search |

Description: |ﬁdministratiue Search |

Fig.: Creating a new static search criterion

Enter a name and (optionally) a description for the new search criterion.

Select the Create command.

The new static sorting criterion now appears in the list.

To define different static search criteria with an SQL search condition, open the sorting criterion now by double-
clicking it.

General properties  Group visibility  Search conditions

Name: |Ernp’q|' documents + not CR |

Description: |Empt)' documents in PROXESS that are not crosseferenced |

docid not in (select docid from files) and docid not in (select sourcedoc from seealso)
SQL condition:

Mame Description Query string Create

Duplicate barcodes Documents with ... Barcode IN { SELECT barcode FROM
Empty documents PROXESS docu...  docid not in (select docid from files)

Fig.: Defining static search criteria with an SQL query

In the above dialog, you can already see some examples of SQL search conditions. You can find more examples in the
topic Examples of search criteria.

N h L condition
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The SQL condition is the core of a search criterion. If the PROXESS user starts a search for sorting and search criteria,
the search criteria control the database query.
The search condition is part of an SQL Where clause. This can have a maximum of 255 characters. The SQL syntax
depends on which database server you are using (e.g., MSQL or Oracle). The basic form of a search condition is
always:
[field name] = [value].
In the SQL condition, you can not only use the fields that you have created yourself but also the automatically created
core fields Document category, Document name as well as Creation and change date, Creation author and Change
author. You can find the names of these database fields in the docs table of the database.

Group visibility
Select the Group visibility tab and add the user groups that should get access the sorting criterion via the PROXESS

Client. After creating a search and sorting criterion, this is not initially released to any user group. The assignment of
rights is only possible on the level of the PROXESS user groups and not for individual users.

General properties  Group visibilty  Search conditions

Member of:
MName Description
.ES'E,ADMIN ADMINISTRATOREN

53_, SUPERVISORS PROXESS Supervisoren-Gruppe

Fig.: Group visibility of the sorting criterion “Administrative search”
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External thesaurus

Depending on the user currently logged in, external thesauruses make it possible to display individual selection lists in

a field for the creation of documents and to retrieve documents.

Using freely definable SQL queries, the value lists are determined online from external systems such as an external
SQL database. This makes it possible, for example, to use user and rights information online from the leading ERP

system and thus avoid double data maintenance.

Example:

Administrator A is responsible for order processing in the “North” region. The assignment of employees to a region is
found in an external SQL data source of the ERP system. You can now create and configure an external thesaurus so
that administrator A, due to his PROXESS user properties, can only call up documents from the “North” region. Other

selection options in the “Region” field are not displayed to the user.

Step by step:

In the “Database” node, select the entry “Validation rules”. In the action panel on the right (alternatively via the
context menu), select the command New.

Select the External thesaurus entry.

The following dialog appears:

PrzCOwner Properties X

Extemal Thesaurus

Description:

Provider: | SQL selector (10.0.0.0) o

Datasource:  Dsn=PmOwner

Behaviour:

When resutting word list is empty |do not perform any search at all i
Parameters:
sql Select “proxess fullname .’
sqldef Write query here
sep
Description Unigue name for the external thesaurus rule

Provider Name of the validation provider (here: SQL provider as interface to the SQL database)
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Data source

Behavior

sql

sqldef

sep

The dialog to specify the connection parameters to the external data source opens. (E.g.,
to the ODBC source)

Enter the login information for a database user here. The DB user entered here must be at
least a DB owner or have the rights of a DB owner. The respective connection string is

created automatically when the OK button is clicked. (See below)

Specifies the behavior of the PROXESS client if the value list for the current user
determined by the SQL query is blank (either the person isn’t entered as a user in the
external database or no value is assigned to the user)

Example above:
The logged-in user doesn’t exist in the external database or no region is assigned to the
logged-in PROXESS user.

There are two options for such cases:

a) No search is performed, i.e., no documents are shown in the hitlist.
b) All hits are shown (example: documents from all regions are displayed)

By clicking the text, you can enter a freely definable SQL query with replacement variables
(see below)

By clicking the text, you can enter a default SQL query that is performed when the result of
the actual SQL query is blank.

Here you enter the used separator between the entries in the values list.

Definition of an ODBC data source

Connection Properties

Data source:

|Micmsoﬂ QODBC Data Source (JDBC)

Data source specification

(®) Use user or system data source name:

DBIL_MySQL

() Use connection string;

Den=DBIL_MySQL uid=root Buil

Login information

User name: |r001

Password: |ouuu.

Test Connection

Advanced...

oK Cancel

Fig.: Defining an ODBC data source for an external thesaurus

Step by step:

1. Select the name of the data source.

2. Enter the login information for the data source.

3. After clicking the Build button, the dialog “SQL server login” appears
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4. Here you select the database server name and, with the Options button, select the database to be used as the
external source.

5. Accept the remaining values from the default setting and confirm the entries with OK.
6. The Test connection command enables you to check the connection data.

Defining the SQL query

By clicking the text “Enter SQL query here”, you open the dialog box:

% ¥

You are editing the SQL Query |AII Categories

¥ |

select “proxess_fullname:| Gty |
Courttry

Department

Display name

E-Mail

Fax

First name

Home phone

Initials

Job title

Last name

Manager

Mabile

Office v

Save Cancel

Now enter the desired SQL query. By double-clicking a value in the selection list on the right, the associated
replacement variable is entered into the SQL statement at the cursor position.

Example above:

SQL statement: select REGION from ST_Region where '%proxess_name% = '%sn%'

An SQL table is accessed with an assignment of the respective logged-in PROXESS user to certain regions (North,
South, East, West).

Testing an external thesaurus

In the “Databases/thesauruses” node, mark the desired external thesaurus and select the Test command in the
context menu.

The test dialog opens:
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Test PrcOwner X |

sql select “proxess_fullname s’
sqldef
sep

User selection: Mapping: Values list:

~ Property Value Administrator

Fig.: Test dialog for external thesauruses

In the example above, the user “krocker@letsbefast.de” is assigned the regional entries “East” and “West”. l.e., he
only sees the documents in which the “Region” field is filled with one of the two values.

Parameters Line-by-line display of the configured parameters for the query.

Here you can select the user for whom the value list resulting from the SQL query should
User selection be displayed. If a default parameter (sqldef) is defined, its query result is displayed if the
result is blank for the user.

Display of all replacement variables used in the parameters and their values for the

Property values
selected user

The values list determined by the SQL query for the selected user. This list is displayed to
the user.

Values list

Important security information for high-security databases:

Authorizations in secured databases may only be administered by the PROXESS supervisor or a database
@ manager authorized by him or her. This is ensured by the system in the area of database and document type

rights. If external thesauruses are used as an implementation of content-based access rights, however,
protection against manipulation of the external data source cannot be guaranteed by the system. This
relates precisely to the principle of being able to use authorization information from third-party systems that
are not under the control of PROXESS. For that reason, the system operator is responsible for securing this
information.

PROXESS Administrator Console EN Page 131 of 144



Documentation PROXESS Admininstrator Console PROXESS 10 Release 2020 R1

Create validation rule

Validation rules are input help for fields. In PROXESS there are:

e Thesauruses for text fields
® Periods for date fields
e Maximum and minimum values for decimal and integer fields

e External thesauruses

Validation rules, such as a pull-down list with a selection of possible entries for a field, make it possible to exclude
typos or implausible entries as far as possible.

First, a validation rule is created. In a second step, the rule is linked with one or more database fields (see: Database
field properties).

Step by step:

In the Database node, select the entry “Validation rules”. In the action panel on the right (alternatively via the
context menu), select the command New.

The following dialog appears:

Create validation rule . O b4

Date time range
Integer range
Floating point range
Extemal Thesaurus

User update allowed: O

Word list entry

Create Cancel

Fig.: Selection of a new validation rule

The following settings are possible:
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‘Thesaurus (for text
fields)

Date range, integer
range, floating point
number range

External thesaurus.

Here you can assign a name to the thesaurus.

You can also specify ixed field entries, which you can see in the form of a selection
list, via the Word list

gth fild, you can specify foran
entry.

“The option “User input permitted” can be used to specify whether users can fil the
list or expand 3 Y
predefined entries

In addition to the name of the thesaurus, you can define upper and lower limits for
user input.

suchas froma QL database,

can be defined using external thesauruses. This access to external databases makes
it possible, for example, to use user and rights information online from the leading
ERP system and thus avoid double data maintenance.

You can link the created validation rule with a database field here: Database field properties

PROXESS 10 Release 2020 R1
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Assigning a validation rule to a database field

Validation rules are input help for various data types:

e Thesauruses for text fields
® Periods for date fields

e Maximum and minimum values for decimal and integer fields

Validation rules, such as a pull-down list with a selection of possible entries for a field, make it possible to exclude
typos or implausible entries as far as possible.

First validation rules are created (see: Create validation rule) and linked to fields in a second step. Compliance with the
linked rule is then already checked during the user entry.

Warning information

If you link fields with a validation rule after documents have been created, you ensure that the
rule takes all of the already existing field entries into account. Otherwise there will be error
messages while processing these documents.

Assigning a validation rule to a default database field

In the Database node, select the entry Fields. Mark the field to be linked. Now select the command Properties in the
action panel on the right (alternatively via the context menu).

A dialog box appears:

General properties  Assign validation rule

Curmrent
validation rule:

Description

» PreCwner

Fig.: Assigning the validation rule “Subsidiary” to the “Branch” field

You can find a general overview in the “General settings” tab. Here you can already see whether a validation rule has
been linked to the field.

Is the rule visible or not?

Often the upper and lower limits are specified as validation rules to avoid typos in the entries. However, even if you
don’t want to bother the user by specifying entry limits, you don’t have to omit the validation rules. In this case, just
select the option “Rule not visible”.

In the “Assign validation rule” tab, you can use the command Set from selection to assign the currently marked entry
in the list of the existing validation rules. You can also cancel the assignment with the Unset command. Save your
entries.

Assigning a validation rul men fiel
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Select your desired database and mark the desired document type.

Now select the field mask editor with the command Edit field mask in the context menu.

Once you have converted a default field into a document type field here, you can assign a validation rule to the field.
However, in that case this assignment only applies to the selected document type.

Fie — O *
[El PUR feqUESI (1 UU) lake Doctvoe fielo Make Default Field
Doctype fields
P Physical Name: | Salesperson
M
T:pme Validation rule: | PreCiwner w R
[ Apply Search Fitter
Display Name: |Salesperson |
Field Validation rule Search fiter ™
Description: |Salesperson |

ﬁPage 1

Al Vigible [] Mandatory

8]

[a] =

&l H BE- Page1 4 p

&) Barcode: |7

ElSaIesperson PreOwner Mo PUR deliveny— e

@ Loeument ™ Field- Document n

[al

Al

[l

[l

8]

ﬁPage: 2 v

£ >

Field: Salesperson ({44 32),(68,12)) (6]4 Cancel Apply

Fig.: Assigning a validation rule “Department” to the “Department” document type field
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Parameters for Diaclip files

The “Diaclip” option in the File type applications makes it possible to represent COLD files with a background image
(e.g., the company letterhead).

You can use various parameters to determine and adjust the background image.

First, state which TIF file should be set as the background. PROXESS already provides white background TIF files in DIN
A3 and A4. If you want to use a company form, scan it and copy the TIF file, preferably into the system directory.

In the Program call field, enter one or more parameters and assign a value to them.

Syntax: [Parameter] = [Value]

Enter a blank space as a separator between the equality conditions. It doesn’t matter whether there are blank spaces
within an expression, nor does the letter case matter.

The parameters can have any arbitrary sequence. If a parameter occurs more than once in the line, only the one
furthest to the right is considered.

Overview of parameters and values:

Parameter Explanation Value
App You only need this parameter in the Newtab. It indicates | [Program name].EXE%1
which application is used to create the DClip file. The %1 is used to indicate the path and is
user only applies this option in PROXESS if DClip files are |understood on all platforms.
created manually. But this usually happens automatically
with COLD files.
You can enter e.g., Notepad.
TIFF Defines the background TIFF and is absolutely necessary.  [Path name]\[file name].TIF
If the front end is in the same directory,
the file name suffices.

XOFFSET Specifies the page dimensions. X and Y are interpreted |Page dimension in TWIPS

YOFFSET according to the German standard.

FontWidth Regulates the spacing between the letters. Width in TWIPS

FontHeight Specifies the font size Height in TWIPS

LineHeight Specifies the line spacing Spacing in TWIPS

CountLines Specifies when a page break should be inserted Value 0 = the page break is created by a
form feed

Value 1 = the page break is inserted after
a maximum number of lines

MaxLines Specifies the maximum number of lines on a page. This is/ Whole number
only used if CountLines has the value 1. e.g., 72 for DIN A4 page

The table shows the conversion factors for common units of measurement in Windows:

Unit of measurement Twips pt inch cm

1 Twip = 1 1/20 1/1,440 1/567
lpt= 20 1 1/72 0.35
linch= 1,440 72 1 2.54
lcm 567 28.35 0.39 1

The Cold files for Diaclip generally don’t include formatting information. Then the values defined here are used for
page margins and font sizes. If a file includes formatting instructions, they are applied.

Tip
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To set up forms, you must know the font size that is usually applied for printing. Then set the font
height and width accordingly.
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Create template file

You can use Windows files to create templates, such as forms or letterheads. These template files are then available
for data type management. Working with template files is a convenience feature; it is not required by the system.

Example:
If the same kinds of documents, such as company letters, are repeatedly created at your company, you can use a

template file to create a file type that will call up your text processing specifications together with the letterhead.

Step by step:
Create the required template files with the desired application (e.g., WinWord). Only now can you integrate the
template file in PROXESS:

Connect to the desired database.

In the Template file branch, select the New command via the context menu or action panel.

Description: |M Letter Template |

Template file: |IE!I'S"-.DDCU “Desktop'Ad Letter Template docx |

Create Cancel

Fig.: Creating a new template file

Assign an identifier for the template file in PROXESS.

Use Explorer to select the prepared template file.

You can save your specifications with the New command.
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Link template file with file type

Created template files can be linked with an existing file type. This means that when a new file is created, for example,
the stored template file is opened.

A classic example of a template file is a Word template for a company letter.

Step by step:

Connect to the desired database and select the desired file type in the branch Databases/file types.

Now select the Properties command via the context menu or the action panel on the right.

Select the “Template file” tab:

DOCX Properties X

General properties  Template file  Applications

Cument template file: A4 Letter Template

Unset | [ Set from selecion

Fig.: Link template file to application

Under Current template file, you can see whether a link was already established.
Select the desired template from the list.
Use the Create command to establish the link from the template file to the file type.

You can cancel the link at any time with the Delete command. This has no retroactive effect on already archived files.
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Access rights—concept and overview

Why are there rights?

In an electronic archive, documents are more easily and quickly accessible to users company-wide than in a paper
archive. It is all the more important to determine who should have access to which documents. In PROXESS, this is
done through user rights to databases, document types and individual documents. Rights can be assigned not just to

individual users but also to groups. This saves valuable working hours in systems with several hundred users.

Must and can

You must assign rights in each case, since the system won’t grant any rights to new users and groups by default. The
system offers numerous differentiation options to assign rights. Whether and to what extent you use these depends
on the number of PROXESS users and on your company’s document and task structure.

Rights management levels

Level 1: Database rights

PROXESS supports setting up and managing various archive databases. This makes it possible for you to keep large
sectors like Procurement or Payroll entirely separate. Users and groups first need the relevant database access rights
before they can work with these archive databases.

Level 2: Document type rights

You can control the access options available to users within an archive database via document type rights. These
cover the following distinct action rights: View, New, Edit and Clear, as well as “Grant document rights” and Grant
document type rights. Generally speaking, you can choose any combination of these actions, whereby View is

obviously the necessary foundation for the other action rights.

Level 3: Individual document rights

Rights to individual documents can also be granted in the four categories “View”, “New”, “Edit” and “Clear”. The
purpose of this is to give users the option to decide for themselves in individual cases whether other users should
receive access to a specific document. This respects the decision-making competence of the company employees and
thus enables more efficient workflows without the need for intervention by the supervisor or area administrator. It is
only valid for individual documents, so it does not replace the rights hierarchy set by the supervisor, rather simply
expands it. Users grant rights to individual documents themselves in the PROXESS Standard Client.

Example

You grant user A the access right to the “Job” database. In this database, you give him the right to access the
document types Offer, Job, Purchase agreement, Customer invoice and Complaint.

The user may not only view the offers but also create, edit and delete them.

The user may view, create and edit orders but not delete them.

The user may only view and create purchase agreements.

The user may only view customer invoices and complaints.

For customer invoices, user B gets the right to assign rights. To enable user A to edit invoice 4711 for a particular
process, user B gives user A the “processing right” for this invoice.

This way user A can see all customer invoices but only process invoice 4711.

Rights statuses and prioritization of rights

Normally, “Right granted” and “Right not granted” are all that are needed to work with rights management. However,
overlaps and contradictions may arise when a user is a member of multiple groups. For this reason, you can also work
with the right “Forbid” in rights management, in order to quickly and safely withdraw a right that a user possesses
through group membership.
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This is why the system differentiates between three basic rights statuses and represents them as follows:
There are three statuses when assigning rights:

Check mark placed Right is granted
Green check box Right is not granted (= default setting). However, a user may have
(or grayed-out check box in the corresponding rights through group membership.

classic Windows design)

Empty check box Right is explicitly revoked (= forbid). “Forbidding” a right for an individual
user overrides the right that the user would have due to group

membership.

Example:
You want to revoke access to the “Wages” database for user X. This user is a member of 10 different groups.

If you only had to make do with the two rights statuses “Authorization” and “No authorization”, the following would
need to be done:
Control the rights for each of these 10 groups. Three groups have the right to the wage database. Remove user X from

the three authorized groups.

The additional right status “Forbid” reduces this process to one work step:
You just revoke access to the “Wages” database for user X explicitly. This means that all the rights that the user has

from the group membership are automatically canceled.

Prioritization of rights
There are a few simple rules that prioritize rights. These rules are graded by strength; i.e., the first is stronger than the
second, and the second stronger than the third:

User rights take precedence over group rights
Forbidding takes precedence over “authorization”
“Authorization” takes precedence over “No authorization”

Possible constellations of rights can be represented by a combination table. If you aren’t entirely sure of the effects of
your specifications, it can help to create an overview first before you assign rights in the PROXESS Administrator.

The following table shows the combination options for a user X who is a member in two groups. Depending on how
many user groups there are, of course the options increase. The right column shows the respective result for user X

resulting from the prioritization of rights.

Case User X Group 1 Group 2 Can user X see object Y?
1 Not authorized Not authorized Not authorized No
2 Not authorized Not authorized Authorized Yes

3 Not authorized Authorized Authorized Yes
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4 Not authorized Authorized Forbidden No
5 Authorized Authorized Authorized Yes
6 Authorized Authorized Forbidden Yes
7 Authorized Forbidden Forbidden Yes
8 Forbidden Forbidden Forbidden No
9 Forbidden Forbidden Not authorized No
10 Forbidden Not authorized Not authorized No

Fig.: Combination table to clarify possible constellations of rights

PROXESS 10 Release 2020 R1

You aren’t able to derive the different action rights (View, Edit, Clear, Assign right) from this table. In case 4, for

example, the user’s rights might include all four actions, but the right of group 1 is only for viewing and the right of

group 2 is for viewing, creating and editing. Here the prioritization of rights again decides which actions the user may

perform.

Action rights

Action rights state what a user may do with documents. On the document type level, six action rights are

distinguished and five action rights for individual documents. The assignment of rights on the document type level is

performed via the PROXESS Administrator Console. The assignment of rights on the individual document level is

performed via the PROXESS Standard Client.

New If the checkbox is activated, the user gets the right to create new

View

Edit

Clear

PROXESS Administrator Console EN

documents of this type/new files within a document.

If the checkbox is activated, the user has the right to view documents of
this type/the relevant document. This is the prerequisite for determining
whether documents of this type can be retrieved in a search and displayed

in the list of results.

If the checkbox is activated, users have the right to edit documents of this
type/the relevant document. They can thus change properties fields as
well as all files for this document.

If the checkbox is activated, the user has the right to delete documents of
this type/the relevant document. Clear is only a corrective measure and
should not be the rule for archiving. The right to delete should therefore
be used very sparingly.

Important note: PROXESS users are not able to restore deleted
documents. They will need the help of a PROXESS administrator for
this.
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Grant document rights If the checkbox is activated, the user has the right to grant action rights
for individual documents of this type/the respective document. This is
advantageous for editing processes that pass through the hands of
multiple users. A department manager who e.g., wants to grant a case
worker insight into a confidential memo can do this without generally
having to authorize this user for the document type memo. Or the other
way around: If the confidential document should only be accessible to a
very small group of people, the grant user can deny other people
authorized for this document type access to this particular document. This
means that users with this right can expand or limit the rights structure
you create so that an overview of the effectively applicable rights to a
document is only possible in the document window of PROXESS.

Grant document type rights If the checkbox is activated, the user is allowed to grant the action rights
New, View, etc., to other users for this document type. Only supervisors
and database area administrators can grant this right. This option makes
sense if the company has only set up a database archive and thus can’t
perform a legal differentiation on the database level. This is generally the
case for smaller PROXESS systems. Of course this action right is only
accessible on the document level.

Also see:

Managing database rights

Managing document type rights
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